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Preface

Developing Services with Oracle Service Bus describes how to use the Oracle Service Bus
Console and Oracle JDeveloper to create and configure proxy and business services, split-
joins, and pipelines; perform message transformation with XQuery, XSLT, and MFL; configure
transports, work with JCA adapters, and create custom transports; configure security using
WS-Security; use the Service Bus API; and create global JNDI resources.

Audience

This guide is intended for those who develop services for Oracle Service Bus.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Accessible Access to Oracle Support

Oracle customers who have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you
are hearing impaired.

Related Documents

Refer to the Oracle Fusion Middleware library on the Oracle Help Center for additional
information.

*  For Oracle Service Bus information, see Oracle Service Bus.
*  For Oracle SOA Suite information, see Oracle SOA Suite.

«  For versions of platforms and related software for which Oracle Service Bus is certified
and supported, review the Certification Matrix on OTN.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.
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Convention Meaning

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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What's New Iin This Guide

ORACLE

For Oracle Service Bus 12¢ (12.2.1.x), this guide has been updated to include the following
new and changed development features:

In 12¢ (12.2.1.4), with patch 32467052 (at minimum) applied: Support for encrypting
service account credentials. See How to Enable Encryption of Service Account
Credentials in Creating a Service Account with a Static Password.

In 12¢ (12.2.1.4): New optional parameters to use with the Maven plug-in command to
package Service Bus resources: passphrase and weblogicRootDirectory. See the table
of parameters in package.

In 12¢ (12.2.1.4): Support for developing Service Bus projects in Reference Configuration
mode so that new adapters that you create will have special JCA endpoint properties
defined in their source files. See Developing Service Bus Projects in Reference
Configuration Mode, Deploying Service Bus Applications or Projects in JDeveloper, and
JCA Adapter Properties. See also:

— Large Payload Rejection with JMS Transport
— Large Payload Rejection with the MQ Transport
— Large Payload Rejection with the HTTP Transport

Support for consuming REST-based integrations created in Oracle Integration (in Oracle
Cloud) in on-premises SOA composite applications. See:

— How to Create a Business Service That Connects to Oracle Integration Using the
Service Bus Console

— How to Create a Business Service That Connects to Oracle Integration Using
JDeveloper

Support for displaying comments (descriptions) of each action in the JDeveloper
Overview Editor. See Adding and Searching for Pipeline Node Descriptions.

The MQ8 Transport was enhanced to provide XA support. See Using the MQ Transport.

The Oracle JCA adapter can be configured to work in active-passive mode using the
same configuration, resulting in only a single managed server being active at any point in
time. If the active server fails, the service migrates to one of the other available servers in
the cluster. See Configuring the Oracle JCA Adapter for Database to Poll from a Single
Server.

More detailed information about the WS-AT policy was added to the WS-
ReliableMessaging Suppport Using OWSM Policies topic.

Additional information was added to the Configuring a Standard Resequencer topic for
JDeveloper and Configuring a Standard Resequencer topic for the Service Bus Console.

Additional information about how to persist any non-persistent messages or to roll them
back for any issue was added to the Non-Persistent Messaging topic.

Added How to Monitor an MQ Transport Pool.
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What's New in This Guide

Further Information

For other Oracle Service Bus new features and known issues in this release, see
Release Notes for Oracle Service Bus.

# Note:

Screens shown in this guide may differ slightly from your implementation.
Any differences are cosmetic.
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Introduction to Oracle Service Bus

This part provides an overview of Oracle Service Bus and the two interfaces you can use to
create Service Bus services. It also describes how to set up a Service Bus environment and
create Service Bus services using the Service Bus Overview Editor in Oracle JDeveloper.

This part includes the following chapters:

* Learning About Oracle Service Bus

e Getting Started with the Oracle Service Bus Console

*  Getting Started with Oracle Service Bus in JDeveloper

e Setting up the Development Environment for JDeveloper

» Developing Oracle Service Bus Applications in JDeveloper
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About Oracle Service Bus

This chapter provides an overview of Service Bus, its architecture and components, and how
to use Service Bus to develop services. It also provides roadmaps for developing Service Bus
applications and descriptions of different development approaches.

This chapter includes the following topics:

* Oracle Service Bus Overview

e Service Bus Architectural Concepts

e Service Bus Components

* Service Bus Messaging Models

e Using Work Managers with Service Bus

»  Service Bus Security

*  Approaches for Designing Service Bus Services

*  Naming Guidelines for Service Bus Components

* Viewing Service Bus Resources in a Web Browser
*  Accessibility Options

e Additional Resources

1.1 Oracle Service Bus Overview

ORACLE

Oracle Service Bus is a configuration-based, policy-driven enterprise service bus designed
for SOA life cycle management. It provides foundation capabilities for service discovery and
intermediation, rapid service provisioning and deployment, and governance.

Service Bus provides scalable and reliable service-oriented integration, service management,
and traditional message brokering across heterogeneous environments. It combines
intelligent message brokering with routing and transformation of messages, along with
service monitoring and administration. Service Bus leverages industry standards to connect
services and support a high level of heterogeneity, connecting your existing middleware,
applications, and data sources, and protecting existing investments.

Service Bus adheres to the SOA principles of building coarse-grained, loosely coupled, and
standards-based services. These services create a neutral container in which business
functions can connect service consumers and back-end business services, regardless of the
underlying infrastructure. The following figure illustrates the role of Service Bus as a service
intermediary in an enterprise IT SOA landscape.
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Figure 1-1 Service Bus Intermediary
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1.1.1 Functional Areas

The following diagram illustrates the primary functional areas of Service Bus, including
virtualization, messaging, security, configuration, and runtime management.
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1.1.2 Adaptive Messaging

Adaptive messaging provides flexible message handling and manipulation between clients
and services. For example, a client sends a SOAP message over HTTP through Service Bus,
which in turn transforms the message and invokes a back-end EJB. Or a client sends a
REST/JSON message over HTTP, and Service Bus transforms the message and invokes a
back-end SOAP/XML service (or uses any of the available adapters). Adaptive messaging
also supports a variety of communication patterns such as request/response, synchronous
and asynchronous, split-join, and publish/subscribe. It supports different patterns for inbound
and outbound messages in a single message life cycle.

1.1.3 Service Security

Service Bus ensures service security at all levels, based on Oracle Platform Security
Services and Oracle Web Services Manager (OWSM) for web services. You can plug in
custom or third-party security components. Built-in capabilities allow flexibility in
implementation by enabling security at the following levels:

»  Transport-level security, including SSL, basic authorization, and custom security
credentials

* Message-level security, including WS-Security, SAML, user ID and password, X509,
signing and encryption, and custom security credentials

»  Console security, including single-sign-on and role-based access

» Policy security

1.1.4 Service Virtualization

ORACLE

Service virtualization provides agility through message manipulation and control. Service Bus
lets you flexibly control messages using validation, transformation, routing based on message
content, parallel processing of multiple items in a message, alert triggering, and error
handling at different points in a message flow. For example, Service Bus provides the
following capabilities:

e XQuery-based policies or callouts to external services for message routing.

e Routing policies that apply to both point-to-point and one-to-many routing scenarios
(publish). For publish, routing policies serve as subscription filters.

e Routing table abstracted from pipelines, which enables modification of routes without
having to reconfigure pipelines.

e ldentity-based routing, to classify clients into user-defined groups and apply routing
policies based on these groups.

e Conditional routing, including dynamic content-based routing of messages and runtime
protocol selection.

e Database lookups, which can be used for message enrichment, routing decisions, or
customizing the behavior of a pipeline.

e Transformations using XQuery or XSLT maps.
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1.1.5 Configuration Framework

The Configuration Framework gives you full control over your Service Bus production
environment and its associated resources.The framework includes session
management, the Test Console, and import/export tools. Service Bus configurations
are managed in sessions, which provide the unique ability to lock the current
configuration while changes are being made. Service Bus can continue to receive and
process requests for services while configuration changes are being made in a
session. These changes do not affect the runtime configuration until you activate the
current session. This way, ongoing changes can be made without disrupting services.
Configuration and resource changes you make are tracked, and you can undo or redo
changes, resolve conflicts, maintain dependencies among resources, and test
changes in the Test Console.

The built-in Test Console is a browser-based test environment used to validate
resources as well as inline expressions used in pipelines or split-joins. Use the Test
Console to configure the test object (such as a pipeline, business service, or XQuery
expression), execute the test, and view test results. It allows message flow tracing
when testing a service, to examine the state of the message at specific trace points.

Service Bus allows the propagation of configuration data from environment to
environment by exporting and importing resources and projects. For example, you can
transfer configurations from a development domain to a test domain to a production
domain. The import and export features let you maintain resource dependencies and
preserve environment values between environments.

The Configuration Framework also includes a metadata-driven interface for service
discovery, publishing, and synchronization using UDDI registries, including automatic
import and synchronization of services with UDDI.

1.1.6 Service Management

ORACLE

Service management includes a powerful set of runtime configuration tools for
monitoring, alerting, and reporting. Service Bus is fully integrated with Fusion
Middleware Control for SOA-wide service management. Service management lets you
do the following:

»  Gather statistics about message invocations, errors, performance characteristics,
messages passed, and SLA violations.

* Send SLA and pipeline alerts as SNMP traps, enabling integration with third-party
enterprise system management solutions.

* Log selected parts of messages for both systems operations and business
auditing purposes.

e Search message reports by extracting key information from a message, which can
then be used as a search index.

» Integrate with widely adopted third-party reporting tools as well as custom
enterprise system management frameworks.

e Support open interfaces for operational and deployment customization, JIMX
monitoring interfaces, and SNMP Alerts.
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1.2 Service Bus Architectural Concepts

Service Bus is an intermediary that processes incoming service request messages,
determines routing logic, and transforms those messages for compatibility with other service
consumers.

It receives messages through a transport protocol such as HTTP(S), JMS, File, or FTP, and
sends messages through the same or a different transport protocol. Service response
messages follow the inverse path. Message processing by Service Bus is driven by
metadata, specified in the message flow definition (pipeline).

Service Bus provides message delivery services based on standards including SOAP, HTTP,
and Java Messaging Service (JMS). It supports XML as a native data type, while also offering
alternatives for handling other data types. Service Bus lets you establish loose coupling
between service clients and business services, while maintaining a centralized point of
security control and monitoring. It stores persistent policy, service, and related resource
configurations in metadata, which can be customized and propagated from development
through staging to production environments. The message-brokering engine accesses this
configuration information from its metadata cache.

1.2.1 Message Processing

Messages can contain data or status information about application processes, as well as
instructions for the recipient. Service Bus lets you route messages based on their contents
and perform transformations on that content. The processing happens through the transport
and binding layers of Service Bus.

The processing of messages through Service Bus occurs in the following sequence of
events:

1. Aclient sends a message to Service Bus using a specific transport protocol.

2. Atransport provider processes the inbound message, handling communication with the
service client endpoint and acting as the entry point for messages into Service Bus.

3. The binding layer packs and unpacks messages, handles message security, and hands
messages off to the pipeline.

4. The pipeline performs any transformation, validation, logging, and reporting, and then
routes the message to an endpoint (either a business service or another proxy service).

5. Service Bus processes the response message in a similar manner as the above steps.

The following figure illustrates the flow of data through Service Bus, from inbound endpoint
(proxy service) to outbound endpoint (in this case, a business service). The transports listed
are a subset of those available through Service Bus.
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Figure 1-3 Oracle Service Bus Message Processing
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The following sections describe each layer involved in this message processing.

1.2.2 Proxy Service Role in Message Processing

Proxy services are the interfaces that service consumers use to connect with managed
back-end services. Proxy services are definitions of intermediary web services that
Service Bus implements locally. The proxy service interface is defined in terms of Web
Services Description Language (WSDL) or Web Application Definition Language
(WADL) and the type of transport it uses.

1.2.3 Transport Layer (Inbound)

The inbound transport layer is the communication layer between client services (or
service consumers) and Service Bus. It is responsible for handling communication with
the service client endpoint and acts as the entry point for messages into Service Bus.
The inbound transport layer primarily deals with raw bytes of message data in the form
of input/output streams. The transport layer provides support for compatible transport
protocols, including HTTP(S), JMS, FTP, File, email, and others. It is not involved in
data processing but is responsible for returning response messages to service
consumers and handles metadata for messages, including endpoint URIs, transport
headers, and so on.

1.2.4 Binding Layer

The binding layer for both inbound and outbound performs the following functions in
message processing:

e Packs and unpacks messages as necessary
e Handles security for messages

e Hands messages off to start the pipeline (request and response)

1.2.5 Pipeline Role in Message Processing

A pipeline defines the flow of request and response messages through Service Bus,
including routing, transformations, validations, publishing, reporting and exception
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management. It accepts messages from the binding layer of the proxy service, performs any
transformations or validations, and then forwards the message to the binding layer of the
outbound service, either a proxy or business service. Along the way, the pipeline can make
callouts to other services, Java objects, or POJOs.

1.2.6 Transport Layer (Outbound)

The outbound transport layer is responsible for the communication between external services
(or service producers) and Service Bus. It is responsible for moving messages from Service
Bus to the business service or proxy service and for receiving the response from the
services. At the transport level, the message data are in raw bytes in the form of input/output
streams. The outbound transport layer provides support for compatible transport protocols,
including HTTP(S), JMS, FTP, File, email, and others. It is not involved in data processing but
handles metadata for messages, including endpoint URIs, transport headers, and so on.

1.2.7 Business Service Role in Message Processing

Business services are the interfaces that connect with service producers. The business
service interface is defined in terms of Web Services Description Language (WSDL) or Web
Application Definition Language (WADL) and the type of transport it uses.

1.3 Service Bus Components

Service Bus routes message between external services (such as enterprise services and
databases) and service clients (such as presentation applications or other business services).
The service and flow components you create in a Service Bus project rely on local and
system resources in Service Bus to define additional information like user names and
passwords, keystore credentials, server connections, and transformations.

Service Bus resources are reusable definitions of entities that typically include metadata for
those entities. Multiple services can use resources and provide standardized definitions or
descriptions for use across an enterprise or department.

1.3.1 Service Components

Proxy services and business services define the endpoints in a Service Bus system. They
include the binding and transport layers, and are the points at which Service Bus
communicates with external services, including producers and consumers.

1.3.1.1 Proxy Services

Proxy services are Service Bus definitions of generic intermediary web services that are
hosted locally on Service Bus. A proxy service communicates with external services through
interfaces, which may or may not be identical to that of a service provider or service
consumer business service. Through pipelines, you can route messages from a proxy service
to multiple business services using their configured independent interfaces.

A proxy service's configuration includes its interface (service type), the type and configuration
of the transport it uses to connect with client services, security requirements, and service
level agreement (SLA) alert rules. When a proxy service interfaces with multiple business
services, its associated pipeline is configured to route messages to the appropriate business
service and map the message data into the format required by the business service's
interface.
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For more information, see Creating and Configuring Proxy Services.

1.3.1.2 Business Services

Business services are Service Bus definitions of the enterprise services that exchange
messages during business processes. A business service's configuration includes its
interface (service type), the type and configuration of transport it uses to connect with
service producers, security requirements, message handling, performance tuning, and
SLA alert rules. A business service also specifies the endpoint URI, and can specify
multiple endpoints for load balancing and high availability. A business service definition
is similar to that of a proxy service, but with additional options for message handling,
endpoint throttling, and result caching, which help improve performance.

You can create a service account to provide authentication when connecting to a
business service. It acts as an alias resource for the required user name and
password pair. You can also use Oracle WebLogic Server to directly manage security
credentials for a business service requiring credential-level validation.

For more information, see Creating and Configuring Business Services.

1.3.2 Message Flows

A message flow defines how messages are routed, validated, and transformed
between services. The message flow is typically defined in a pipeline, but can also be
defined in a split-join for parallel processing.

1.3.2.1 Pipelines

ORACLE

Pipelines define message routing and transformation logic, as well as message
handling options. This logic includes activities such as transformation, publishing,
logging, reporting, alerts, and exception management. Each of these activities are
configured as individual actions within the message flow. Both JDeveloper and the
Oracle Service Bus Console provide graphical modeling tools to help you model your
pipelines.

The following primary elements are used to construct a pipeline:

e A start node.

» A pipeline pair, one for the request and one for the response. Each pipeline in a
pair consists of a sequence of stages that specify actions to perform during
request or response processing.

A branch node, to branch based on the values in designated parts of the message
or message context, or to branch based on the operation invoked.

» A route node, to define the message destination. The default route node is an
echo node that reflects the request as the response.

* An error handler, which can be attached to any node or stage to handle potential
errors at that location.

At a minimum, a start node and route node are required. While an error handler is not
required, it is recommended. If an instance fails and no error handler is defined, the
error is not recoverable. Pipeline elements can be combined in arbitrary ways to form
a tree structure with the start node always (and only) occurring as the root of the tree
and the route nodes. The last nodes in a branch (leaf nodes) can be route nodes or
echo nodes.
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Since a pipeline can route messages to multiple business services, a pipeline can be
configured with an interface that is independent of the business services it communicates
with. Using generic templates, the pipeline can be a configured to dynamically route
messages to appropriate business services based on content-based routing logic. A pipeline
can also map message data into appropriate protocol formats required by the end-point
business service, allowing for dynamic runtime protocol switching.

For more information, see Working with Oracle Service Bus Pipelines

1.3.2.1.1 How Data Flows Through a Pipeline

In a pipeline, the request message starts at the start node and follows a path to a leaf node,
executing actions in the request pipelines. If the leaf is a route node, a response is
generated. If the leaf is an echo node, the request is also considered to be the response. The
response follows the inverse path in the tree, skipping actions in the branch nodes but
executing actions in response pipelines. A response is then sent from the top of the tree if the
interface or operation was request/response; otherwise the response is discarded.

A set of transformations that affects context variables can be defined before the message is
sent to the selected endpoint or after the response is received. A web services callout can be
an alternative to an XQuery or XSLT transformation to set the context variables.

1.3.2.1.2 Message Context

The context of a pipeline is a set of XML variables that are shared across the request flow
and response flow. New variables can be dynamically added or deleted to the context, and
these variables can be shared across multiple pipelines or used locally within one pipeline.
Predefined context variables contain information about the message, transport headers,
security principles, metadata for the current pipeline, and metadata for the primary routing
and publishing services invoked by the pipeline.

The context can be read and modified by XQuery or XSLT expressions, and updated by
transformation and in-place update actions. The core of the context contains the

variables $header, $body, and $attachments. These wrapper variables contain the Simple
Object Access Protocol (SOAP) header elements, SOAP body element, and Multipurpose
Internet Mail Extensions (MIME) attachments, respectively. The context gives the impression
that all messages are SOAP messages, and non-SOAP messages are mapped to this
paradigm.

1.3.2.2 Split-Joins

ORACLE

The split-join message flow improves service performance by splitting a message payload
and processing multiple operations in a message simultaneously and then combining, or
joining, all results. A standard pipeline processes operations one after another.

The following primary elements are used to construct a message flow in a split-join:

* A start node, which contains the request and response variables introspected from the
WSDL operation.

* Areceive node, to receive incoming request messages.
* Areply node, to send response messages.

* A scope, which is a container that creates a context that influences the behavior of its
enclosed elements.
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* A parallel node, which is a placeholder for a fixed number of processing branches,
each with its own scope.

The available elements can be combined in arbitrary ways to form a tree structure with
the start node always (and only) occurring as the root of the tree. The last node is
always the reply.

For more information, see Improving Service Performance with Split-Join.

1.3.3 Transports, Adapters, and Bindings

Service Bus provides connectivity to external systems through a variety of transports,
each of which is specific to a type of external system. Service Bus supports optimized
database queries, and interoperability with web service integration technologies such
as .NET, IBM MQ Series, IBM WebSphere, Apache Axis, and iWay adapters. The JCA
transport expands the list of supported technologies by letting you connect to external
systems using Oracle JCA technology and applications adapters. Additionally, Service
Bus supports the REST binding, allowing you to connect to RESTful services using the
HTTP transport.

You configure a transport's processing and connectivity information directly within a
proxy or business service; you configure Oracle adapters using a configuration wizard
specific to each adapter.

For more information, see Working with JCA Adapters, Transports, and Bindings

1.3.3.1 Supported Transport Protocols

Service Bus supports the following transport protocols:

» DSP (Oracle Data Service Integrator)

 EJB/RMI

«  Email (POP/SMTP/IMAP)
* File

«  (S)FTP

< HTTP(S)

- JCA

- JEJB

e JMS (including MQ using JMS, and JMS/XA)

» Local (Oracle proprietary for inter-ESB communication)
«  MQ (WebSphere MQ)

*  SB (RMI support)

*  SOA-DIRECT (Oracle SOA Suite) and BPEL

e Tuxedo (Oracle Tuxedo)

* WS (Web Services Reliable Messaging

Service Bus also provides the Custom Transport SDK so you can create new
transports to connect with systems not covered above.
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1.3.3.2 Service Types

Service Bus supports a variety of service types ranging from conventional web services
(using XML or SOAP bindings in WSDL files) to non-XML (generic) services. You select and
configure the service type when you create a business or proxy service. The available service
types for a proxy or business service depend on the transport being used. Service Bus
supports request and response as well as one-way paradigms, for both the HTTP and the
JMS asynchronous transport protocols. If the underlying transport supports ordered delivery
of messages, Service Bus also extends the same support.

Not all service types can be used with all transport protocols. The following table shows the
service types and the transport protocols they support.

Service Type Transport Protocols

WSDL Based Service BPEL-10g, DSP, HTTP(S), JCA, JMS, Local, SB, SOA-DIRECT, WS
JMS request and JMS response are not supported if WS-Security is
enabled.

Any SOAP Service (non- HTTP(S), DSP, JMS, Local, SB

WSDL) JMS request and JMS response are not supported if WS-Security is
enabled.

Any XML Service (non- DSP, email, File, FTP, HTTP(S), JMS, Local, MQ, SB, SFTP, Tuxedo

WSDL) HTTP GET is only supported for XML with no WSDL.

Messaging Service email, File, FTP, HTTP(S), JMS, Local, MQ, SFTP, Tuxedo

Business services using the email, File, FTP, or SFTP transport support
one-way messaging services only; the response message type should be
none.

Native REST Service HTTP(S), Local

The BPEL-10g, DSP, EJB, and SOA-DIRECT transports are only supported with business
services.

1.3.4 Transformation Resources

In addition to creating inline XQuery expressions directly in message flow actions, you can
reference transformation maps that define more complex mappings between source and
destination services. When disparate message data types exist between source and
destination services, data mapping ensures service compatibility. Service Bus supports data
mapping using XQuery and eXtensible Stylesheet Language Transformation (XSLT)
standards, along with XPath expressions. You can also use cross reference tables and
domain value maps to map field values between services.

Messages can be transformed in the following ways:

e Using XQuery or XSLT to reformat the message structure.
e Manipulating message content by adding, removing, or replacing certain data elements.

e Using cross reference or domain value map tables to map entities across systems.
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1.3.4.1 XQuery Mappings

The XQuery Mapper in JDeveloper is a graphical tool that lets you define mappings
that transform data between XML, non-XML, and Java data types so you can rapidly
integrate heterogeneous applications. For example, XML data that is valid against one
schema can be converted to XML that is valid against a different schema. The data
can be based on XML schemas, Web Service Definition Language (WSDL) files, and
Message Format Language (MFL) files. You can create an XQuery mapping in
JDeveloper, and then upload the .xqy file generated by the mapper to an XQuery
resource in the Service Bus Console. XQuery mappings are stored in XQuery
resources in Service Bus, which can be referenced from the expressions you create
using the expression editors in a message flow action.

The output of the XQuery Mapper is a query in the XQuery language, which is defined
by the World Wide Web Consortium (W3C). For more information about W3C and the
XQuery language, see http://www.w3.org/XML/Query/.

For more information, see:

e Transforming Data with XQuery

*  Creating Transformations with the XQuery Mapper in Developing SOA
Applications with Oracle SOA Suite

1.3.4.2 XSLT Mappings

eXtensible Stylesheet Language Transformation (XSLT) maps describe XML-to-XML
mappings. The XSLT mapper in JDeveloper is a graphical tool that lets you define
mappings between schema root elements, Web Services Description Language
(WSDL) message parts, or WSDL messages. Schema root elements can come from
XSD schema files or WSDL files. Only those WSDL messages that contain a single
message part can be mapped directly.

The XSLT Mapper in JDeveloper lets you define transformations that apply to the
whole message body to convert messages from one XML schema to another, enabling
data interchange among applications that use different schemas. You can create an
XSLT mapping in JDeveloper, and then upload the .xsl file generated by the mapper
to an XSLT resource in the Service Bus Console. XSLT mappings are stored in XSLT
resources in Service Bus, which can be referenced from the expressions you create
using the expression editors in a message flow action.

For more information, see:

e Transforming Data with XSLT

e Creating Transformations with the XSLT Mapper in Developing SOA Applications
with Oracle SOA Suite

1.3.4.3 Cross References

ORACLE

Cross reference tables map identifiers that represent equivalent objects across
multiple applications, associating like objects created in different external applications.
They are used to manage the runtime correlation between the various applications that
share data through Service Bus. For example, you can use cross references to map
customer identifiers for records that were created in multiple customer management
systems. Cross reference values can be updated during runtime, allowing you to
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dynamically integrate values between systems. Any cross reference data updated at runtime
is persisted in the database. Cross references can be used across Oracle SOA Suite
components. In Service Bus, you can create cross reference tables in both JDeveloper and
the Oracle Service Bus Console.

Service Bus provides a set of XPath functions for looking up and modifying cross reference
values. These functions are available to use in the expressions you create using the
expression editors in a message flow action. For more information, see Mapping Data with
Cross-References.

1.3.4.4 Domain Value Maps

A domain value map associates terms used by different domains to describe the same entity,
providing the capability to map the terms across vocabularies or systems. For example, each
domain might use different terminology for country codes, city codes, currency codes, and so
on. You can enter these values in a map and look up those values at runtime to transform the
data when passing it from one domain to another. Domain value maps are similar to cross
references, but they are defined statically rather than dynamically. You create and populate
domain value maps in the design time, and deploy them to the runtime. Domain value map
data are not changed by runtime activities as it is for cross references, but rather the domain
value maps are used for lookups only.

Domain value maps can be used across Oracle SOA Suite components. In Service Bus, you
can create domain value maps in both JDeveloper and the Oracle Service Bus Console.
Service Bus provides a set of XPath functions for looking up domain value map values.
These functions are available to use in the expressions you create using the expression
editors in a message flow action. For more information, see Mapping Data with Domain Value
Maps.

1.3.5 Transport and Adapter Related Resources

Some transports rely on specific types of files, such as JavaScript and JAR files or MQ
connections. The JCA transport requires the JCA file and any files it references, such as a
WSDL file. This section describes the resources that are specific to certain transports.

1.3.5.1 JCA Bindings

JCA binding resources in Service Bus let you create business and proxy services that interact
with external services through Oracle SOA Suite JCA adapters. A JCA binding is made up of
a service WSDL document and a corresponding JCA file created in Oracle JDeveloper. In
JDeveloper, you can add a JCA adapter directly to a Service Bus project using the Service
Bus Overview Editor by dragging and dropping the adapter type from the Components
window to the editor's canvas. The proxy or business service is automatically generated from
the JCA adapter configuration, and is based on the JCA transport. In the Oracle Service Bus
Console, you need to upload the JCA file into a JCA binding resource in order to create a
business or proxy service based on that JCA adapter. You can also import the JCA file and its
associated WSDL file using the import feature.

For more information, see Working with JCA Binding Resources.

1.3.5.2 JAR Files (Archives)

A JAR (Java Archive) is a zipped file that contains a set of Java classes. It is used to store
compiled Java classes and associated metadata that can constitute a program. A JAR acts
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like a callable program library for Java code elements, so a single compilation link
provides access to multiple elements rather than requiring bindings for each element
individually.

In JDeveloper, you can add JAR files to a project or component directly from the file
system, but in the Oracle Service Bus Console, you need to upload each JAR file to
add to a project into an archive resource. In Service Bus, JAR files are used the
following components:

e Java callout actions (in pipelines) that provide a Java exit mechanism
* EJB-based business services

e JEJB-based business and proxy services

e Tuxedo-based proxy and business services

For more information, see Working with JAR Files.

1.3.5.3 JavaScript Files

JavaScript files are used by the JCA Socket Adapter as a mechanism for handling the
handshake. XSLT and custom Java code are also supported handshake mechanisms.
In JDeveloper, you can create a JavaScript file and then select the file when you
configure a JCA socket adapter. You can also create the JavaScript when you
configure the adapter. In the Oracle Service Bus Console, you can either upload an
existing JavaScript file to a JavaScript resource, or you can create the text for the
JavaScript in a text editor in the console. Alternatively, you can use the console's
import feature to import the Socket adapter's JCA file and its dependencies, such as
WSDL and JavaScript files.

Service Bus supports JavaScript handshake for both inbound and outbound socket
adapters, and for one-way and request/response messaging. Request/response
handshakes require a separate JavaScript file for the request and the response.

For more information, see Working with JavaScript Resources.

1.3.5.4 MQ Connections

MQ connection resources provide the connection parameters required to connect to
an MQ queue manager. They are used in proxy and business services configured to
use the MQ transport, and can be shared and reused across multiple services. MQ
proxy and business services must connect to an MQ queue manager before they can
access an MQ queue. Each MQ connection resource uses a connection pool, and
every business or proxy service that connects to a queue manager using the same
MQ connection resource also uses the same connection pool. Thus, multiple business
and proxy services can use the same queue manager and share a connection pool.

In order to create MQ connections in the Oracle Service Bus Console, you must install
the WebSphere MQ client library to the Service Bus domain. This is described in How
to Create MQ Connections.

1.3.6 Schema and Document Resources

Service Bus services rely on different document types to define information like
message structures and web interfaces. These documents include XML schemas,
MFL files, and XML files to describe data, and WSDL and WADL documents to
describe interfaces.
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Service Bus has a built-in type system that is available for use at design time. When creating
an XQuery expression in a condition, in-place update action, or transformation, the variable
can be declared to be of a given type in an editor to assist in easily creating the XQuery. The
types can be the following:

* XML schema types or elements
*  WSDL types or elements
«  MFL types

1.3.6.1 XML Schemas

XML schemas are documents that define valid content for primitive or structured data in XML
documents. XML schemas specify the structure of documents, the data type of each element
and attribute contained in the document, and the rules that XML business data must follow.
XML schemas can import or include other XML schemas. Schemas are used to add XML
information to messages exchanged in Service Bus, and may be required for XQuery
expressions, WSDL files, and so on.

For more information, see Working with XML Schemas.

1.3.6.2 XML Documents

XML document resources store XML files that can then be referenced when configuring proxy
or business services. For example, you might use XML documents for TopLink mapping files
needed in JCA proxy or business services that communicate with JCA-compliant systems.

XML documents are a standard feature in JDeveloper. In the Oracle Service Bus Console,
the easiest way to create XML documents is to use the import feature. For example, if you
import JCA resources (JCA file, along with its associated WSDL and mapping files), Service
Bus automatically generates XML document resources out of mapping files and maintains the
dependencies among resource files. You can also create an XML document resource, and
upload the contents of an XML file to the resource.

For more information, see Working with XML Documents.

1.3.6.3 WSDL Documents
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A Web Service Definition Language (WSDL) interface defines a service interface for a SOAP
or XML service. For web services, a WSDL document describes what the web service's
interface is, where it resides, and how to invoke it. Service Bus defines proxy and business
services in terms of two WSDL entities:

e The abstract WSDL interface, which defines the operations in that interface and the types
of message parts in the operation signature.

e The binding WSDL interface, which defines the binding of the message parts to the
message (packaging), and the binding of the message to the transport.

A WSDL file can also describe the concrete interface of the service (for example, the
transport URL).

You can base the definition of a proxy or business service on an existing WSDL file, which
automatically configures portions of the service. WSDL files used as the basis for defining
services are stored as Service Bus resources. In JDeveloper, you can create WSDL files
using the built-in WSDL editor. You can then import those WSDL files, and any schemas used
by the file, into the Oracle Service Bus Console. The console can also be used to resolve the
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references in the WSDL files, ensuring all schemas and WSDL files are linked
correctly. Service Bus uses its own representation of the interface for messaging
services.

For more information, see Working with WSDL Documents.

1.3.6.4 WADL Documents

A Web Application Definition Language (WADL) document is similar to a WSDL
document, described above, but it is specifically used to described the interface for
REST proxy or business services. When you create a proxy or business service based
on the REST binding in JDeveloper, the required WADL document is automatically
generated from the WSDL document you specify for the binding. A WADL file can
have dependencies on a WSDL file and on one or more XML schemas.

If you are using the Oracle Service Bus Console, you can create WADL documents by
importing them or by creating a WADL resource. For more information, see Creating
WADL Documents.

1.3.6.5 MFL Resources

Service Bus uses Message Format Language (MFL) to describe the structure of typed
non-XML data. MFL is an Oracle proprietary language used to define the rules that
transform formatted binary data into XML data. MFL documents are used at runtime to
transform an instance of a non-XML data record to an instance of an XML document
(or the other way around).

You create MFL documents using the Format Builder tool in JDeveloper. The Format
Builder allows you to describe the layout and hierarchy of the non-XML data so it can
be transformed to or from XML. Using the Format Builder, you define each field in the
message, including the type and size of data, the name of the field, any delimiters, and
S0 on. You can also indicate whether the field is repeating, and whether it is optional or
required.

For more information, see Defining Data Structures with Message Format Language.

1.3.7 Security Resources

Security information can be passed through proxy and business services using service
accounts, which define how the user name and password are obtained, or using
service key providers, which define encryption credentials.

1.3.7.1 Service Key Providers
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Service Key Provider resources contain Public Key Infrastructure (PKI) credentials
used by proxy services for decrypting inbound SOAP messages and for outbound
authentication and digital signatures. PKI credentials are private keys paired with
certificates that can be used for digital signatures and encryption (for Web Services
Security) and for outbound SSL authentication. The certificate contains the public key
that corresponds to the private key.

Service Bus uses service key providers to supply the following types of credential-level
validation to proxy services.

e SSL client authentication
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* Digital signature
*  Encryption
*  Web Services Security X509 token

For more information, see Working with Service Key Providers.

1.3.7.2 Service Accounts

Service account resources provide user names and passwords that Service Bus uses for
authentication when connecting to a service or server. Service accounts are used by proxy
and business services for outbound authentication or for authentication to a local or remote
resource, such as an FTP server or a JMS server. You can configure a service account to use
a specific user name and password pair, to use the user names and passwords received from
incoming requests, or to map user names and passwords provided by clients to user names
and passwords you specify. One service account can be used for multiple business and proxy
services.

For more information, see Working with Service Accounts.

1.3.7.3 WS-Policy Resources

In previous versions, WS-Policy resources were used to store custom web service policies so
they could be referenced by multiple WSDL documents. Beginning in 12¢, Oracle Web
Services Manager (OWSM) policies replace WLS9 policies, so there is no longer an option to
create new services with WSDL-based WLS9 policies. While WS-Policy resources are still
visible in imported projects, the associated web services should be updated to use OWSM
policies. However, you can still import and activate a project from a previous version that
uses WS-Policy resources.

1.3.8 Alert Destinations

An alert destination resource defines a list of recipients that can receive alert notifications
from Service Bus. For example, when a service level agreement (SLA) or pipeline alert is
generated, you can specify that notifications be sent to specific email addresses or IMS
gueues, ensuring that only the relevant people receive the notifications. An alert destination
could include one or more of the following types of destinations: the Service Bus reporting
data stream, SNMP trap, alert log, email, JIMS queue, or JMS topic. In the case of email and
JMS destinations, a destination resource could include a list of email addresses or JMS URIs,
respectively.

For more information, see Working with Alert Destinations.

1.3.9 Throttling Group Resources
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Throttling helps improve performance and stability by preventing message overload on high-
traffic business services. To control the flow of messages to a business service and prevent
backlogs, you can enable and configure message throttling for a business service or group of
business services in your Service Bus applications. When messages are throttled, the
business service can only concurrently process the number of messages you specify. When
that capacity is reached, messages are stored in an in-memory queue until the business
service is ready to process more messages.

For more information, see "Configuring Business Services for Message Throttling” in
Administering Oracle Service Bus.
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1.3.10 System Resources

System resources are globally available resources that can be shared across all
projects in your Service Bus instance. They define server connections and
authentication information, and include the following:

e JNDI Providers
e SMTP Servers
*  Proxy Servers

e UDDI Registries

In the Oracle Service Bus Console, system resources are stored in a separate project
named System. In JDeveloper, system resources are stored in the Application
Resources panel under Service Bus System Resources.

1.3.10.1 JNDI Providers

JNDI provider resources define the connection and authentication information needed
to access JNDI-named objects. They describe the URL (or list of URLs in the case of
clustered deployments) of the JNDI providers used by Service Bus. For example, in a
business service used to invoke an EJB, you include the name of a JNDI provider
resource in the endpoint URI. When the business service is invoked, Service Bus uses
the details in the referenced JNDI provider resource to make the initial connection to
the IJNDI provider.

If the JNDI provider is secured, then the JNDI provider resource also defines a user
name and password to gain access. JNDI providers offer a great deal of flexibility. If a
JNDI connection changes, you only need to modify the JNDI provider resource, and
anything that references the JNDI provider automatically uses the updated
configuration.

For more information, see Working with JINDI Provider Resources.

1.3.10.2 SMTP Servers

SMTP server resources define the address of SMTP servers corresponding to email
destinations, port numbers, and, if required, authentication credentials. They describe
the URL for the SMTP servers used by Service Bus. If the SMTP server is secured,
the SMTP server resource description also includes a user name and password to
gain access. SMTP server resources are referenced when configuring alert destination
resources and email transport-based business services.

For more information, see Working with SMTP Server Resources.

1.3.10.3 Proxy Servers
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Proxy server resources define the connection and authentication information needed
to access JNDI-named objects. They describe the URL for the proxy servers used by
Service Bus. If the proxy server is secured, the proxy server resource description also
includes a user name and password to gain access. You can use a proxy server to
proxy requests from a client application, and you typically use a proxy server when
Service Bus is behind a firewall. When you configure business services to route
messages through a proxy server, associate the proxy server resource with that
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business service. This instructs Service Bus to connect to the business service through the
configured proxy server.

You can configure multiple proxy servers for each proxy server resource. In this case, Service
Bus can perform load balancing and offer fault tolerance among the configured proxy servers.

For more information, see Working with Proxy Server Resources.

1.3.10.4 UDDI Registries

Universal Description, Discovery and Integration (UDDI) registries are used to share web
services. UDDI provides a framework in which to classify your business, its services, and the
technical details about the services you want to expose. A UDDI registry resource stores
information about a UDDI registry accessed by Service Bus for service discovery, publishing,
and synchronization. After the UDDI registry resource is configured, you can publish Service
Bus proxy services to the associated registry, or import business services from the registry to
be used by a proxy service. UDDI registry resources define the inquiry, publish, security, and
subscription URLSs, along with a user name and password to gain access to the registry.

For more information, see Working with UDDI Registries.

1.4 Service Bus Messaging Models

This section discusses the types of messaging supported by Service Bus, the message
formats, and the context variables that are passed through the components in a Service Bus
project.

Service Bus accommodates multiple messaging paradigms and supports the following types
of communication:

e Synchronous request/response

e Asynchronous publish one-to-one

e Asynchronous publish one-to-many

e Asynchronous request/response (synchronous-to-asynchronous bridging)

In sync-async bridging, a synchronous client issues a request to an asynchronous provider.
For this pattern, you can publish a message to one JMS queue. You then configure a second
JMS queue for the response, with a timeout value for listening for the response. This type of
service appears as a synchronous service to the service consumer. Using asynchronous
request/response messages has these advantages:

* No blocking by the request thread, removing thread management issues that can occur
when numerous blocking request/response invocations are made.

*  More reliable messaging.

1.4.1 Message Formats
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Service Bus supports the following message formats:
e Email with or without attachments
* Java

* JMS with headers

MFL (Message Format Language)
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* Raw Data (opaque non-XML data with no known schema)

* Text
*  SOAP and SOAP with attachments (SOAP described or not described by a WSDL
document)

e XML and XML with attachments (XML described or not described by a WSDL
document or a schema)

1.4.2 Message Context

All messages sent to and received by a proxy service are defined internally by a set of
properties that hold the message data and metadata related to that message. This set
of properties is known as the message context and is implemented using context
variables. The context is defined by an XML schema. Some context variables are
predefined and others are user defined.

Predefined context variables contain information about the message, transport
headers, security principals, metadata for the current proxy service, and metadata for
the primary routing and publishing services invoked by the proxy service. You typically
use an XQuery expression in a pipeline to manipulate context variables as a message
moves through Service Bus. You can also modify context variables using
transformation and in-place update actions.

For a complete description of the message context and context variables used in the
message flow, see Message Context.

1.4.3 Content Types

To support interoperability with heterogeneous endpoints, Service Bus lets service
configurations control the content type, JMS type, and encoding used. It does not
make assumptions about what the external client or service needs, but instead uses
the configuration of the proxy or business service. Service Bus derives the content
type for outbound messages from the service type and interface and uses the
following specifications:

*  For XML or SOAP (with or without a WSDL file), the content type is text/XML.

» For messaging services when the interface is MFL or binary, the content type is
binary/octet-stream.

* For messaging services when the interface is text, the content type is text/plain.
* For messaging services when the interface is XML, the content type is text/XML.

» For services using the REST binding, the content types is application/xml or
application/json.

The content type can be overridden in the outbound context variable ($outbound) for
pipelines invoking a service, and in the inbound context variable ($inbound) for a
pipeline response. Additionally, there is a JMS type (byte or text) that can be
configured when the service is defined. Encoding is explicitly configured in the service
definition for all outbound messages.
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1.5 Using Work Managers with Service Bus

Service Bus uses Oracle WebLogic Server Work Managers to optimize performance and to
maintain service-level agreements. Work Managers prioritize work and allocate threads
bases on rules you define and based on runtime performance. When you create and
configure a Work Manager, you define the maximum and minimum number of threads to use,
server capacity, and request and response classes that express scheduling guidelines. One
default Work Manager is provided, but you can create as many Work Managers as necessary
to optimize your services. In Service Bus, you specify a Work Manager for a proxy service or
business service in the Dispatch Policy property of the transport configuration.

For more information about Work Managers, see "Using Work Managers to Optimize
Scheduled Work" in Administering Server Environments for Oracle WebLogic Server. For
more information about Work Managers in Service Bus, see Using Work Managers with
Service Bus.

1.6 Service Bus Security

Service Bus uses Oracle Platform Security Services (OPSS) and Oracle Web Services
Manager (OWSM) as the building blocks for higher-level security services. These services
include authentication, identity assertion, authorization, role mapping, auditing, and credential

mapping.

Service Bus uses Oracle Platform Security Services (OPSS) and Oracle Web Services
Manager (OWSM) as the building blocks for higher-level security services. These services
include authentication, identity assertion, authorization, role mapping, auditing, and credential
mapping. To configure Service Bus access security, you must first configure Oracle WebLogic
Server security. Service Bus uses OWSM to provide a policy framework to manage and
secure web services consistently across your organization.

1.6.1 Service Bus Security Features

ORACLE

Service Bus provides the following security features:

e Integration with OWSM and OPSS

e Authentication, encryption and decryption, and digital signatures as defined in the Web
Services Security (WS-Security) specification

e SSL to support traditional transport-level security for HTTP and JMS transport protocols
e One-way and two-way certificate based authentication
* HTTP basic authentication

e Encryption and export of resources (such as service accounts, service key providers,
UDDI registries, SMTP providers, and JNDI providers) that contain user names and
passwords

e Service accounts and service key providers to define the user name, password, and
credential alias binding

e Client-specified custom authentication credentials for both transport-level and message-
level inbound requests
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1.6.2 Service Bus Service Security Model

A Service Bus service can be secured by security policies that apply to messages in
its interface. A security policy can be specified for a service or for individual messages
associated with the operations of a service. When a security policy is specified for a
service, the policy applies to all messages sent to that service.

You can secure Service Bus services using the following types of security:

e Inbound security

e Outbound security

e Options for identity propagation

e Administrative security

e Supported standards and security providers

Figure 1-4 illustrates security features at different points in a message life cycle.

Figure 1-4 Optimized Pluggable Security Layer
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1.6.3 Oracle Web Services Manager

ORACLE

You can secure your Service Bus services by attaching Oracle Web Services Manager
(OWSM) policies. OWSM is a component of Oracle Enterprise Manager Fusion
Middleware Control, a runtime framework that provides centralized management and
governance of Oracle SOA Suite environments and applications. It provides
capabilities to build, enforce, run, and monitor web service policies, such as security,
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reliable messaging, MTOM, and addressing policies. OWSM can be used by developers at
design time and by system administrators in production environments. OWSM allows for
policy-driven centralized management of web services with local enforcement. OWSM
provides a policy framework to manage and secure web services consistently across your
organization.

1.6.4 Oracle Platform Security Services

Oracle Platform Security Services (OPSS) provides a standards-based, portable, integrated,
enterprise-grade security framework for Java Standard Edition (Java SE) and Java Enterprise
Edition (Java EE) applications. OPSS provides an abstraction layer in the form of standards-
based APIs that insulate developers from security and identity management implementation
details. Developers do not need to know the details of cryptographic key management or
interfaces with user repositories and other identity management infrastructures.

1.6.5 WS-Policies

Through OWSM, Service Bus security supports the Web Services Policy (WS-Policy)
specification, a standards-based framework for defining a web service's security constraints
and requirements using policies, each of which contains one or more assertions. WS-Policy
assertions specify a web service's requirements for digital signatures and encryption, along
with the security algorithms and authentication mechanisms that it requires.

You can include WS-Policy policies directly in a WSDL document or include them by
reference. A WSDL document can import other WSDL documents that contain or refer to
WS-Policy policies. The runtime environment recognizes both abstract and concrete WS-
Policy statements. Abstract WS-Policy statements do not specify security tokens. Concrete
WS-Policy statements specify the security tokens for authentication, encryption, and digital
signatures. The Service Bus runtime environment determines which security token types an
abstract policy will accept.

For more information on WS-Policy specification, see the Web Services Policy Framework
(WS-Policy) and Web Services Policy Attachment (WS-PolicyAttachment) which is available
at http://specs.xmlsoap.org/ws/2004/09/policy/.

1.6.6 Types of Security

The following sections discuss the security features available in the Service Bus security
model.

e Inbound Security

e Outbound Security

e Identity Propagation

e User Management and Administrative Security
e Transport-Level Security

* Message-Level Security

1.6.6.1 Inbound Security

Inbound security ensures that proxy services handle only the requests that come from
authorized clients, and that no unauthorized user has viewed or modified the data sent from
the client. For outward-facing proxy services, which receive requests from service
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consumers, strict security requirements such as two-way SSL over HTTPS are used. If
a proxy service uses public key infrastructure (PKI) technology for digital signatures,
encryption, or SSL authentication, you can create a service key provider to provide
private keys paired with certificates.

1.6.6.2 Outbound Security

Outbound security secures communication between a proxy service and a business
service. Most of the tasks involve configuring proxy services to comply with the
transport-level or message-level security requirements that business services specify.
If a business service requires SSL authentication or PKI technology for digital
signatures, a service key provider is required, which provides private keys paired with
certificates.

1.6.6.3 Identity Propagation

The options provided by Service Bus for identity propagation allow for decision making
when designing security, including how to propagate the identities that clients provide.
Service Bus can be configured to authenticate the credentials provided by clients,
perform authorization checks, pass credentials through as is, and map credentials.

1.6.6.4 User Management and Administrative Security

Service Bus user management is based on WebLogic Server security, which supports
task-level authorization based on security policies associated with roles assigned to
named groups or individual users. You use Fusion Middleware Control and the Oracle
WebLogic Server Administration Console to manage Service Bus users, groups, and
roles.

To give users access to functions, such as creating proxy services and other
resources, you assign them to one or more of the predefined security roles with
predefined access privileges. The access privileges for the Service Bus administrative
security roles cannot be changed but the conditions under which a user or group is in
one of the roles can be changed. By default, the first user created for an Service Bus
domain is WebLogic Server administrator. This user has full access to all Service Bus
objects and functions, and can execute user management tasks to provide controlled
access to Service Bus functions.

For more information, see "Defining Access Security for Oracle Service Bus" in
Administering Oracle Service Bus.

1.6.6.5 Transport-Level Security

ORACLE

Service Bus supports transport-level confidentiality, message integrity, and client
authentication for one-way requests or request/response transactions over HTTPS.
HTTP(S) proxy services or business services can be configured to require basic
authentication, client certificate (two-way SSL) authentication, custom authentication,
or no client authentication at all. Transport security for transports other than HTTP is
supported in Service Bus as follows:

* For the email and FTP transports, security is provided using credentials to connect
to a FTP or email server.

»  For the file transport, security is provided using a login control to the machine on
which the files are located.
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1.6.6.6 Message-Level Security

Service Bus supports OASIS Web Services Security (WSS) 1.0. WSS defines a framework
for message confidentiality, integrity, and sender authentication for SOAP messages. Using
WSS, Service Bus provides support for securing messages using digital signatures,
encryption, or both. Though it is not a substitute for transport-level security, WSS is ideal for
end-to-end message confidentiality and integrity. WSS is more flexible than SSL since
individual parts of the SOAP envelope can be signed, encrypted or both, while other parts are
neither signed nor encrypted. This is a powerful feature when combined with the ability of
Service Bus to make routing decisions and perform transformations on the data based on the
message content. Service Bus supports WSS over HTTP(S) and JMS.

For more information on the WSS specification, see the OASIS Web Services Security TC
which is available at http://www.oasis-open.org/committees/tc_home.php?
wg_abbrev=wss.

1.6.7 Custom Security Credentials

Service Bus supports client-specified custom authentication credentials for both transport-
level and message-level inbound requests. The custom authentication credentials can be in
the form of tokens, or a user name and password token combination. Service Bus accepts
and attempts to authenticate the following:

* A custom token passed to a proxy service in an HTTP header, SOAP header (for SOAP-
based proxy services) or in the payload (for non-SOAP proxy services).

* Auser name and password token passed in a SOAP header (for SOAP based proxy
services), or in the payload for non-SOAP proxy services.

For outbound requests, custom authentication is supported at the transport-level based on a
custom authenticator Java class you create. The custom authentication mechanisms work
alone or in concert with the message-level security for web services. For more information on
custom security credentials, see Configuring Custom Authentication..

1.7 Approaches for Designing Service Bus Services

When creating Service Bus services, you have a choice of approaches, depending on
whether you use the Oracle Service Bus Console or JDeveloper. JDeveloper supports both
approaches; the console supports the bottom-up approach.

»  Top-Down: With this approach, you analyze your processes and identify activities in
support of this process. You create a Service Bus application and project, and define the
Service Bus components through the Service Bus Overview Editor.

*  Bottom-Up: With this approach, you analyze existing applications and assets to identify
those that can be used as services. As you create a Service Bus application, you build
the services on an as-needed basis. This approach works well when IT must react to a
change.

1.7.1 Service Bus Top-Down Roadmap

ORACLE

With this approach to developing Service Bus services, you can create all your primary
components at one time using the Service Bus Overview Editor. This includes proxy and
business services, pipelines, split-joins, and JCA adapters. The editor simplifies the creation
and configuration of project components, and provides a graphic view of the overall structure
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of the data flow. Once you create and wire these components, you can define the
configuration options for each, and define message routing and transformation in
pipelines and split-joins.

The following table outlines the steps and provides links for further information.

Table 1-1 Service Bus Development Roadmap - Top-Down Approach
|

Step Description More Information
1 Create the necessary supporting Links for each type of resource are
resources, such as service accounts, provided in Oracle Service Bus Overview.
WSDL files, or XQuery maps.
2 Create any proxy services, pipelines, Adding Service Bus Components
business services, and optionally split-
joins.
3 Wire the components together. Wiring Service Bus Components
4 Configure the proxy services and their Configuring Proxy Services
transports. Working with JCA Adapters, Transports,
and Bindings
5 Configure the pipelines and split-joins. Working with Oracle Service Bus
Pipelines
Improving Service Performance with Split-
Join
6 Configure the business services and their Configuring Business Services
transports. Working with JCA Adapters, Transports,
and Bindings
7 Configure security for the business and Securing Business and Proxy Services
proxy services.
8 Test and debug the services and Debugging Oracle Service Bus
resources. Applications

Using the Test Console

9 Deploy the service. Deploying Oracle Service Bus Services

10 Monitor and administer the runtime. Oracle Service Bus Runtime Monitoring

1.7.2 Service Bus Bottom-Up Roadmap

With this approach to developing Service Bus services, you create and configure each
project component individually. The flow of messages through the system is defined by
references you create between project components, such as proxy services, business
services, pipelines, split-joins. This approach does not use the Service Bus Overview
Editor, so you are not working with a graphical representation of the components.
However, if you are working in JDeveloper, the components you create are added to
the overview file and appear in the Service Bus Overview Editor.

The following table outlines the steps and provides links for further information.
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Table 1-2 Service Bus Development Roadmap - Bottom-Up Approach

Step Description More Information
1 Create the necessary supporting resources, Links for each type of resource are provided
such as service accounts, WSDL files, or in Oracle Service Bus Overview.
XQuery maps.
2 Create a proxy service and pipeline. You can Creating Proxy Services
generate a proxy service when you create  \yorking with Oracle Service Bus Pipelines
the pipeline.
3 Configure the proxy service and its transport. Configuring Proxy Services
Working with JCA Adapters, Transports, and
Bindings
4 Define the message flow in the pipeline. Working with Oracle Service Bus Pipelines
Optionally, create and configure a split-join Working with Split-Joins in JDeveloper
for parallel processing.
6 Create and configure a business service. Creating Business Services
Configuring Business Services
7 Configure security for the services. Securing Business and Proxy Services
8 Test and debug the services and resources. Debugging Oracle Service Bus Applications
Using the Test Console
9 Deploy the service. Deploying Oracle Service Bus Services
10 Monitor and administer the runtime. Oracle Service Bus Runtime Monitoring

1.8 Naming Guidelines for Service Bus Components

Some special characters are allowed in a directory or resource name in a Service Bus

project.

All Java identifier characters, including Java keywords, as described in the "Identifiers"
and "Keywords" sections of the Java Language Specification at http://java.sun.com/docs/
books/jls/third_edition/html/lexical.htmI#3.8.

Blanks, periods, and hyphens within the names (not leading or trailing).

Characters such as /\ *: " <> ? | are not allowed.

1.9 Viewing Service Bus Resources in a Web Browser

You can view some of the Service Bus resources described in this document in a standard
web browser using the URLSs, described in these sections.

ORACLE

WSDL Documents
WS Policies

Message Format Language (MFL) Resources

Schema Resources

Notes About Viewing Service Bus Resources in a Web Browser
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1.9.1 WSDL Documents

URL to display a WSDL document:
http://host:port/sbresource?WSDL/project_path/wsdlname

URL to display the WSDL document for WSDL-based HTTP proxy services:
http://host:port/proxy_service_endpoint_URI?WSDL

URL to display the WSDL document for WSDL-based proxy services:
http://host:port/shresource?PROXY/project_path/proxyname

URL to display the WSDL document for proxy services with Oracle Web Services
Manager policies attached:

http://host:port/sbresource?0RAPROXY/project_path/proxyname
URL to display the WSDL document for WSDL-based business services:
http://host:port/shresource?BlZ/project_path/bizname

URL to display the WSDL document for WSDL-based business services with
Oracle Web Services Manager policies attached:

http://host:port/sbresource?0RABIZ/project_path/bizname

1.9.2 WS Policies

Use the following URL to display WS security policies:

http://host:port/sbresource?POLICY/project_path/policyname

1.9.3 Message Format Language (MFL) Resources

Use the following URL to display an MFL file:

http://host:port/sbresource?MFL/project_path/mflname

1.9.4 Schema Resources

Use the following URL to display an XML schema:

http://host:port/sbresource?SCHEMA/project_path/schemaname

1.9.5 Notes About Viewing Service Bus Resources in a Web Browser

ORACLE

You can also retrieve WSDL documents containing Oracle Web Services Manager
policies so the policies conform to supported WS-Policy and WS-Security Policy
standards. For more information, see Advertising WSDL Files to Support WS
Standards.

If you use special characters in your resource hames, the URLs used to expose the
resources in Service Bus must be encoded in UTF-8 in order to escape special
characters.

1-28



Chapter 1
Accessibility Options

1.10 Accessibility Options

Service Bus uses both JDeveloper and the Oracle Service Bus Console for development. You
can set accessibility options in both environments.

* How to Set Accessibility Options in JDeveloper
» How to Set Accessibility Options in the Oracle Service Bus Console

* Notes on Screen Reader Mode

1.10.1 How to Set Accessibility Options in JDeveloper

JDeveloper provides accessibility options, such as support for screen readers, screen
magnifiers, and standard shortcut keys for keyboard navigation. You can also customize
JDeveloper for better readability, including the size and color of fonts and the color and shape
of objects. For information and instructions on configuring accessibility in JDeveloper, see
Oracle JDeveloper Accessibility Information in Developing Applications with Oracle
JDeveloper.

1.10.2 How to Set Accessibility Options in the Oracle Service Bus Console

Accessibility settings help you read all components of the application. You can set
accessibility options in the Oracle Service Bus Console for the current instance only. The
console presents the Accessibility menu on the login page, so you can configure accessibility
before you log in.

To set accessibility options:

1. Launch the Oracle Service Bus Console.
2. Onthe login page, click Accessibility in the bottom right corner of the screen.
The Edit Accessibility Settings page appears, as shown below.
Figure 1-5 Edit Accessibility Settings Page
Edit Accessibility Settings

Any setting here can be changed after sign in via Preferences.

[[] Use screen reader.

Use for this session Cancel
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< Note:

This page indicates that settings can also be changed using the
Preferences option once you log in. Currently, you can only configure
accessibility options from the Accessibility Settings page.

3. Select the Use Screen Reader option.

4. Click Use for this session.

1.10.3 Notes on Screen Reader Mode

When you log in to the Oracle Service Bus Console with the screen reader mode
enabled, selecting the context menus from the Project Navigator requires extra steps.
To access the context menus for projects and components in the Project Navigator,
navigate to the component using the Tab key, press Enter to select the component,
and then press Ctrl+Alt+M to launch the menu. Use the up and down arrows to
navigate the options in the menu.

1.11 Additional Resources

In addition to this guide, the following resources help you learn how you can best use
Oracle Service Bus.

e Understanding Oracle SOA Suite introduces you to Oracle SOA Suite and Oracle
Service Bus, and provides you with a high-level understanding of what you can
accomplish with the suite.

e Administering Oracle Service Bus provides information on how to monitor running
services and update the runtime environment.

e Oracle Service Bus samples provide more learning tools to help you get started
with Service Bus features at http://www.oracle.com/technetwork/middleware/
service-bus/learnmore/index.html.

* You can use the following cloud adapters with Oracle Service Bus to send and
receive messages from a cloud server:

— Cloud Adapter for Ariba

—  Cloud Adapter for Eloqua

— Cloud Adapter for ERP

—  Cloud Adapter for NetSuite

—  Cloud Adapter for RightNow

— Cloud Adapter for Salesforce

—  Cloud Adapter for Sales Cloud

—  Cloud Adapter for ServiceNow

— Cloud Adapter for SuccessFactors

See the Oracle Cloud Adapters section in Oracle Fusion Middleware
Documentation Library for information about these cloud adapters.
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Getting Started with the Oracle Service Bus
Console

This chapter provides general information about how to use the Oracle Service Bus Console
to configure services and other Service Bus resources. These activities are largely design-
time and require a running WebLogic Server instance, but you can also perform runtime tasks
using the console.

This chapter includes the following topics:

*  Overview of the Oracle Service Bus Console

e Getting Started

e Working with Sessions

e Working with Projects, Folders, and Resources in Oracle Service Bus Console
e Viewing and Resolving Conflicts

e Viewing Historical Data

» Undoing Changes and Activations

e Viewing References

e Customizing the Appearance of the Oracle Service Bus Console

2.1 Overview of the Oracle Service Bus Console

Oracle Service Bus Console is a web-based console where you can create and configure
most Service Bus resources, test the resources, and activate your changes to the runtime.

You can also import and export Service Bus configuration JAR files. The console utilizes a
change session mechanism similar to the WebLogic Server Administration Console in which
you can complete your changes within a session. Once you are satisfied with those changes,
you can activate them into the runtime. Service Bus components, called resources, are
grouped into projects and folders.

2.1.1 Service Bus Sessions

ORACLE

Most of what you do in the Oracle Service Bus Console is done within an open session. Once
you make your changes to Service Bus components and projects, resolve any conflicts, and
are ready to propagate the changes to the runtime, you can activate the session. Sessions
allow team collaboration when services and metadata are being configured in Service Bus.
Each team member works in a sandbox session until they are ready to check in the working
configuration to the core configuration of the bus. Sessions provide multiple levels of undo,
and visibility into conflicts, as multiple users work on the configuration.

The available options on each page vary depending on whether you are in a session. For
example, you cannot edit resources outside of a session, and you can only test services
when you are working outside of a session. Also, in a session, the Changes page that
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appears when you open the History tab lists all the changes you have made in that
session; outside a session, the page lists no changes.

2.1.2 Oracle Service Bus Console Layout

The Oracle Service Bus Console lists all projects, folders, and resources in the Project
Navigator in a tree view. Selecting any component in the navigator displays its
configuration in an editor. Most editors are divided into tabbed pages, each of which let
you configure specific types of properties. Figure 2-1 shows an example of a proxy
service displayed in the Proxy Service Definition Editor. The top toolbar provides links
to the WebLogic Server Administration Console, Fusion Middleware Control, and
online help topics. The editor toolbar lets you save changes, view information about
the displayed component, launch the Test Console or Pipeline Editor, and export the
WSDL file on which a service is based.

Figure 2-1 Proxy Service Configuration on the Oracle Service Bus Console

ORACLE" Service Bus Console 12¢ Links v  weblogic v
Create % v Search for resources by name Q. % Designer iﬂf Admin
EE‘l O Iil % v ValidateCC =
4 G A Projects Proxy Service Definition > A~ 0
4 [E Credit_Senices
b 3 BusinessSenices }{' General
¥ [ ProxySenvices
» [ Resources =.] Description
a ValidateCq| @)
£ validateCC-pipeline 33
b [&E Currency_Senices n Protocol hiip
[E default
» [&] MyExchangeRate {E Service Type REST Senvice
» [E Order Senvices
b [E utilities A Target
» [E] Weather Hame ValidateCC-pipeline
b [E System
Path Credit_Services
Type Pipeline
XQuery Processing
Version for snippets 10
4 n 3
By selecting any of the auxiliary tabs from the Tools icon, you can view conflicts and a
history of changes and activations. Use these tabs to resolve conflicts before
activating changes, and to undo actions or even session activations. Figure 2-2 shows
the Tools menu expanded and Figure 2-3 shows the History tab with the Changes
subtab selected.
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Figure 2-2 Expanded Tools Menu

ORACLE Service Bus Console 12¢

Activate  Discard Exit weblogic Session -

Conflicts
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Figure 2-3 History Tab with Changes Subtab Selected

b Credit_Validation_Services ® | History % default ¥ resenvationService ¥ resenvationProxy =

Sessions  Activations

View w iz Detach
Task _If_?rﬁzution User Task Status Undone By
Create ProxySemvice Credit_Valida... 7/28/2015125.. weblogic Completed
Create Pipeline Credit_Validation... 7/28/2015125.. weblogic Completed
Create BusinessService Credit_V...  7i28/2015125.. weblogic Completed
Rename Project Credit_Services t... Ti28/2015125... weblogic Completed

2.1.3 Service Bus Projects and Folders

The Project Navigator organizes configurations and resources into projects and folders. You
can view all the projects in a domain on the All Projects Definition Editor; all the resources in
a project on the Project Definition Editor; and all the resources in a folder on the Folder
Definition Editors. On the Project and Folder Definition Editors, you can also take actions
against resources, such as launching the Test Console or launching the Pipeline Editor. Click
the name of a project, folder, or resource on any of these editors to display the editor for that
component.

All Service Bus resources, such as services, WSDL files, and XQuery transformations, reside
in only one project. Projects do not overlap. Resources can be created directly under a
project, or they can be further organized into folders. However, you can reference any
resource regardless of the project in which it resides.

When you create a domain in Service Bus, a default project is automatically created.

2.1.3.1 The System Project

ORACLE

The Project Navigator includes a default project named System, which contains a flat file of
global resources such as JNDI providers, SMTP servers, proxy servers, and UDDI registries.
The project includes a folder for each type of global resource. You cannot create any projects
or folders in the System folder, only global resources. The global resources you create in the
System project can be used by the resources in any of the Service Bus projects you create.
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Figure 2-4 System Project in the Console
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2.1.3.2 Projects and Folder Names
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Project names and folder names are limited to 64 characters and must follow the
guidelines list in Naming Guidelines for Service Bus Components.

The names, length, and levels of nesting of projects and folders are ultimately affected
by the limits of your operating system. Creating folders or projects with very long
names or deeply nesting folders can fail due to the limitations of the operating system.

2.1.3.3 Qualified Resource Names Using Projects and Folders

Projects and folders qualify the names of Service Bus resources. A reference to a

resource is constructed as follows:

project-name/folder/.../subfolder/resource-name

2.1.4 Service Bus Resources

The components you create in Service Bus are known as resources. Resources can
include proxy and business services that defines the endpoints of the service, and
pipelines and split-joins that define the message processing logic for the service.
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Resources also include supporting resources, such as service accounts, WSDL documents,
JNDI providers, MQ connections, and so on. Resources are stored in the projects and folders
in which they are created. Some resources can be shared among different projects.

2.1.5 Oracle Service Bus Console Editors

Each type of resource can be configured using an editor in the console that is specific to that
type of resource. When you open a resource from the Project Navigator, that resource's
definition editor appears, and you can configure the properties for the resource. The definition
editors have a standard set of tools in the upper right toolbar, including Save, Save All, Help,
Close, and Close All. In addition, each editor includes tools specific to the resource being
configured. These tools allow you to perform additional tasks, like launch the Test Console,
launch the Pipeline Editor, export a WSDL file, view references, and so on. The following
figure shows the Proxy Service Definition Editor.

Figure 2-5 Proxy Service Definition Editor

ORACLE" Service Bus Console 12¢
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2.2 Getting Started

To get started using the Oracle Service Bus Console, you must have a web browser and a

2.2.1 How to Access the Oracle Service Bus Console

You access the Oracle Service Bus Console from a web browser.

ORACLE

login ID and password.

g'

¥ | ValidateCC »

Proxy Service Definition

B =B ¥ X

General

Description

Protocol  http
Service Type REST Senvice
Target
Name  ValidateCC-pipeline
Path Credit_Semices
Type Pipeline

XQuery Processing

Version for snippets 1.0 E|

 How to Access the Oracle Service Bus Console

 How to Exit the Oracle Service Bus Console

Search for resources by name

weblogic v

Q, %Designer ﬂ‘-mndmm
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To start the Oracle Service Bus Console:
1. Start the Service Bus domain.
2. When the server starts, enter one of the following URLSs in your browser:

http://host nane:port /servicebus

or, for SSL:

https://host nane:port /servicebus

where hostname represents the name of the Service Bus Admin Server and port
represents the port number on which it is listening.
The login page appears.

3. Enter the user name and the password you specified during installation.

4. Click Login.

2.2.2 How to Exit the Oracle Service Bus Console

To log out of the Oracle Service Bus Console, click Logout on the banner near the
upper right.

2.3 Working with Sessions

When you create and modify Service Bus resources in the console, you do so within
the context of a session.

When you are ready to test your resources, you activate the session to promote them
to the runtime. You must save all changes before activating or exiting a session.

To view a history of sessions, see How to View the Existing Sessions.

e How to Create a Session
« How to Activate a Session

 How to Exit a Session

2.3.1 How to Create a Session

ORACLE

Before making any changes to your Service Bus projects in the Oracle Service Bus
Console, you must start a new session or edit an existing session using the buttons in
the Sessions toolbar. These buttons change depending on the state of the session. If
there is no active session, the Edit button in the figure below is Create. If you are
working in a session, the Edit button is Activate.

Figure 2-6 Sessions Toolbar

ORACLE Service Bus Consocle 12¢
Edit B~

To create a session:
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Do one of the following:

» To begin a new session, click Create.

* To modify an existing session, click Edit.

The name of the session appears in the upper left corner of the screen.
Make your changes within the session.

For each component you change, click Save.

To discard the changes you made in the current session, click Discard.

When you are done making changes, activate the session as described in How to
Activate a Session.

2.3.2 How to Activate a Session

Creating a session and discarding a session proceeds regardless of other activity in the
system. However, if another session is in the process of being activated, an error occurs
indicating the user that has the pending WebLogic Server changes.

ORACLE

You cannot activate a session until you have resolved all error conflicts. You can activate a
session that has only warnings. For information on resolving conflicts, see Viewing and
Resolving Conflicts.

" Note:

When you try to activate a session with a JMS endpoint URI on another server (a
single server other than the one on which you are working or a Managed Server in
a cluster), ensure that the destination server is available. Service Bus does not
allow registration of proxy services with the JMS transport if the JMS endpoint URL
specifies a destination that is unreachable. In other words, for IMS services,
Service Bus checks if the specified connection factory exists; if it does not, a
session activation error occurs.

To activate a session:

Once you finish making changes for a session, click Activate.
If there are no validation errors, skip to step 5.

If there are validation errors, an error message appears. View and fix configuration
conflicts before you proceed.

If new conflicts arise while you view the existing conflicts, a message appears informing
you of the new conflicts.

Once all conflicts are resolved, click Activate again.

In the Description field, enter a brief description to identify the session. This is displayed
in the Description column when you to view the history of configuration changes caused
by session activations.

To complete the activation, click Activate. If no new conflicts have arisen in the interim,
the session ends and the configuration is deployed to the runtime.
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2.3.3 How to Exit a Session

Exiting a session does not end the session or activate any changes to the runtime.
After exiting, the console displays the core configuration that is active in the runtime
state. Any changes you made during the session that were not activated are not
shown. This behavior also applies if you log out of the console or close your browser.
The session and all changes that you have made in the session persist even if you log
out or the server is restarted. If you return to the session by clicking Edit, your
previous changes reappear and you can continue making changes.

The session ends only after it has been activated or discarded. See How to Activate a
Session.

To exit a session:

»  Click Exit at any time to exit the session.

2.4 Working with Projects, Folders, and Resources in Oracle
Service Bus Console

Service Bus resources can be organized into separate projects, which are non-
hierarchical, disjointed, top-level grouping constructs. All resources (such as services,
WSDL files, XQuery transformations, and so on) reside in exactly one non-overlapping
project.

You create resources directly under a project or in folders within the project to organize
them further. Each folder contains a set of resources and can also contain more
folders, like directories in a file system with the project level being the top-level
directory. Resources located in one project can reference and use resources that are
defined in other projects. You can move resources between projects or folders, and
rename or delete them. Service Bus also lets you clone a resource, project, or folder to
create a copy of that resource with the specified target identity. Cloning a Service Bus
component copies all artifacts in the project or folder to a different location. Service
Bus preserves dependencies when resources are renamed or moved, and also
adjusts any references to a renamed or moved resource.

2.4.1 How to Locate Services

You can find services in the Oracle Service Bus Console by navigating through the
projects and folders in the Project Navigator, or you can perform a search for the
service you want to find.

" Note:

Searches accept wildcard characters. Use an asterisk (*) to represent
multiple unknown characters, and use a question mark (?) to represent a
single unknown character. The search is case-sensitive.

To search for services in any project:
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1. Inthe Search field next to the Designer tab, enter the name of the proxy service,
business service, pipeline, or split-join you want to find, and then click the Search icon.

The results of your search appear on the Search Results tab.

Figure 2-7 Service Search Results Tab

v Search results »

View w i=| Detach

Name Path Type Modified By Date
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%3 validateCC Credit_Serices Proxy Service weblogic 8/4/2015 6:40 AM
:CI ValidateCr... [ Credit_Senices/ProxySeni... Proxy Senvice weblogic 81412015 6:16 AM
2 validateCr... [ Credit_Serices/ProxySeni..  Pipeline weblogic 8412015 6211 AM

© 5 search Results for expression "Validate™

2. To view the results in a full page, click Detach.

3. To change your view options, see How to Customize Table Views.

2.4.2 Working with the Project and Folder Definition Editors

Use the Project and Folder Definition Editors to view information about the projects, folders,
and resources in your Service Bus session and in the configuration framework. From these
editors, you can view each project in the session, each folder and resource in a project, and
each resource in a folder. You can also take actions against certain objects, such as testing a
resource, launching the Pipeline Editor, and so on. The available actions depend on the type
of resource you are viewing.

2.4.2.1 About Viewing Project, Folder, and Resource Information

The Project and Folder Definition Editors let you customize the way you view information
about Service Bus projects, folders, and resources. In the table views on the editors, you can
show and hide columns, change the order of columns, and filter the projects, folders, and
resources you see by their names.

2.4.2.2 Viewing All Projects in the Session

To view all projects in the session:

1. Inthe Project Navigator, click All Projects.

The All Project Definition Editor appears, with a list of projects displayed in the All
Projects table.
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Figure 2-8 All Projects Definition Editor
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All Projects
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2. To filter the projects listed in the table by name, see How to Filter Components on
the Project and Folder Definition Editors.

3. To change the way information appears in the table, see How to Customize Table
Views.

2.4.2.3 Viewing Folders and Resources in a Project

To view the folders and resources in a project:

1. Inthe Project Navigator, click the name of the project.

The Project Definition Editor appears, with a list of each folder and Service Bus
resource contained in the project you selected.
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Figure 2-9 Project Definition Editor
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2. To filter the folders and resources listed in the table by name, see How to Filter
Components on the Project and Folder Definition Editors.

3. To change the way information appears in the table, see How to Customize Table Views.

2.4.2.4 Viewing the Subfolders and Resources in a Folder

To view the subfolders and resources in a folder:

1. Inthe Project Navigator, navigate to and click the name of the folder to view.

The Folder Definition Editor appears, with a list of each subfolder and Service Bus
resource contained in the folder you selected.
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Figure 2-10 Folder Definition Editor
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To filter the folders and resources listed in the table by name, see How to Filter
Components on the Project and Folder Definition Editors.

To change the way information appears in the table, see How to Customize Table
Views.

2.4.2.5 How to Filter Components on the Project and Folder Definition Editors

ORACLE

Service Bus provides a Query by Example feature that lets you filter the projects,
folders, or resources displayed on the Project or Folder Definition Editor so you can
view only the Service Bus components you need without having to scroll through all
the components listed.

To filter components on the Project and Folder Definition Editors:

1.

Launch the Project or Folder Definition Editor, as described in About Viewing
Project, Folder, and Resource Information.

If the Query by Example bar is not visible above the top row of the table, click
Query by Example (the filter icon).

In the field above the Name column, enter the name of the project, folder, or
resource you want to view, and press Enter.

The list displays only the components matching the name you entered.

< Note:

Queries accept wildcard characters. Use an asterisk (*) to represent
multiple unknown characters, and use a question mark (?) to represent a
single unknown character. The query is case-sensitive.
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2.4.3 Create New Projects and Folders for Resources

Resources in the console are grouped in projects. You must create a project before you can
create Service Bus resources. You can create folders within projects and within other folders
to organize the project components into logical groupings.

2.4.3.1 Creating a Project in the Project Navigator

To create a project:
1. Inthe Project Navigator, right-click All Projects.
2. Select Create > Project.
The Create a New Project dialog appears.
3. Enter a unique name for the project, and optionally add a description.
For information about naming guidelines, see Projects and Folder Names.
4. Click Create.

The new project appears in the Project Navigator and the Project Definition Editor.

2.4.3.2 Creating a Folder in the Project Navigator

To create a folder:

1. Inthe Project Navigator, right-click the project or folder to which you want to add the new
folder.

2. Select Create > Folder.

The Create a New Folder dialog appears.
3. Enter a unigue name for the folder, and optionally add a description.
4. Click Create.

The new folder appears in the Project Navigator and the Folder Definition Editor.

2.4.4 Creating Resources with the Resource Gallery

The Resource Gallery collects all of the resources that can be added to the Service Bus
console. Use the Resource Gallery to create resources in this release of Oracle Service Bus.

To add a resource to the Console with the Resource Gallery:

1. From the Project Navigator, right-click the project or folder in which you want to add the
resource, select Create > Resource

The Resource Gallery is displayed.

2. Navigate through the Resource Gallery to find the type of resource you want to add.
Select the resource, and then click OK.

The creation dialog for the selected resource is displayed. Complete the required steps to
finish creating the resource.
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2.4.5 How to Clone Projects, Folders, and Resources

Cloning a project or folder copies all resources in a project or folder to a different
location. You can also clone individual resources to copy them to a different folder or
project. Service Bus preserves dependencies when an object is cloned, and also
adjusts any references.

To clone projects, folders, and resources:

1. Inthe Project Navigator, navigate to the project, folder, or resource you want to
clone and right-click it.

2. Click Clone.
The Clone dialog appears.

3. Optionally, in the New <Resource> Name field, enter a new name for the
component.

4. In the Destination section, select the project or folder to which you want to clone
the selected component.

5. Click Clone.

The cloned component appears in the location you selected. Any dependencies
are retained.

2.4.5.1 What Happens When You Clone a Project

Depending on the name and destination of the new project, the project can be
demoted to a folder, merged with an existing project, or merged with an existing folder.
If you clone a project into the root location, you must enter a new name for the cloned
component. You can clone a project in the following ways. In all cases, the original
project remains unchanged.

» Clone the project with a new name at the All Projects level. The original project
and its clone exist as peer projects, and the cloned project contains the same
folders and resources as the original.

» Clone the project using the name of an existing project other than the source
project. The folders and resources from the source project are merged with the
folders and resources of the project whose hame was given to the clone.

» Clone the project in a new location (in an existing project or project folder) with a
uniqgue name. The cloned project is demoted to a folder in the new location and it
contains the same folders and resources as the original project.

» Clone the project in a new location (in an existing project or project folder) with the
same name as an existing folder. The contents (subfolders and resources) of the
project are merged with the contents of the target folder in the target folder.

2.4.5.2 What Happens When You Clone a Folder

ORACLE

Depending on the name and destination of the new folder, the folder can be converted
to a project, merged with an existing project, or merged with an existing folder. If you
clone a folder into its current location, you must enter a new name for the cloned
component. You can clone a folder in the following ways. In all cases, the original
folder remains unchanged.
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Clone the folder with a new name at the same location as the original folder. The original
folder and its clone exist as peers, and the cloned folder contains the same subfolders
and resources as the original.

Clone the folder using the name of an existing folder other than the source folder. The
subfolders and resources from the source folder are merged with the subfolders and
resources of the folder whose name was given to the clone. The original folder remains
unchanged.

Clone the folder in a new location, in an existing project or project folder. In this case, the
cloned folder contains the same folders and resources as the original folder. The original
folder remains unchanged.

2.4.6 How to Rename Projects, Folders, and Resources

When you rename Service Bus components, any references are automatically updated.

# Note:

If you rename a business service imported from the UDDI registry, the service will
become detached from the registry.

To rename a Service Bus component:

In the Project Navigator, navigate to the component whose name you want to change.
Right-click the component and select Rename.

Select the text of the component's nhame, and enter the new name. For naming
guidelines, see Projects and Folder Names.

Press Enter.

The component is renamed.

2.4.7 How to Move Projects, Folders, and Resources

When you move resources to a different location, Service Bus retains any dependencies
against that resource. If you move a project into another project, Service Bus converts it to a
folder within the second project. Conversely, if you move a folder into the All Projects node,
Service Bus converts it to a project.

ORACLE

To move a Service Bus component:

1.

In the Project Navigator, navigate to the project, folder, or resource you want to move and
right-click it.

Click Move.
The Move dialog appears.

In the Destination section, select the project or folder to which you want to move the
selected component.

Click Move.

The moved component appears in the location you selected. Any dependencies are
retained.
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< Note:

You cannot move a component to a project or folder that already
contains a component by the same name.

2.4.8 How to Delete Projects, Folders, and Resources

When you delete a project or folder, all resources under the folder are deleted. If any
resources under this folder are referenced by resources under a different project or
folder, you can still delete it but with a warning confirmation. This might result in
conflicts due to unresolved references to the deleted resource.

You can delete Service Bus components from the Project Navigator or from the Project
or Folder Definition Editor. When you delete from an editor, you can delete multiple
components in the same container at once.

Caution:

If you delete a project or folder that contains a pipeline template resource, all
the concrete pipelines derived from that template are unlinked.

2.4.8.1 Deleting a Service Bus Component using the Project Navigator

To delete a Service Bus component using the Project Navigator:

1.
2.
3.

In the Project Navigator, navigate to the component you want to delete.
Right-click the component and select Delete.
On the Confirmation dialog that appears, click Yes to complete the process.

The component is removed from the Project Navigator and from the session.

2.4.8.2 Deleting a Service Bus Component Using an Editor

To delete Service Bus components using an editor:

1

ORACLE

In the Project Navigator, navigate to the project or folder containing the
components you want to delete.

Click the project or folder to display its editor. To delete projects, click the All
Projects node instead.

The Project or Folder Definition Editor appears.

In the components table, select each component you want to delete, and then click
the Delete icon.
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Tip:

To select multiple components, hold down the Ctrl key and click each
component to delete.

4. On the Confirmation dialog that appears, click Yes to complete the process.

The components are removed from the editor, the Project Navigator, and the session.

2.5 Viewing and Resolving Conflicts

The Conflicts tab displays diagnostic messages about errors in your configuration, along with
any conflicts between changes made in your session and other activated sessions.

A conflict occurs if there is a semantic error in a Service Bus resource or if a resource
modified in the current session has already been modified and activated in another session.
Two changes to the same resource by two sessions do not cause a conflict until one of the
sessions is activated. You can view and resolve conflicts from the Conflicts tab, accessible by
clicking the Conflicts icon.

The Conflicts icon in the toolbar displays the number of live conflicts in the session.

Figure 2-11 Conflict Icon in the Toolbar

ORACLE" Service Bus Console 12¢
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The Conflicts tab displays the following sets of information, depending on the nature of the
conflicts:

e Errors: An Error icon denotes non-committable, critical conflicts within your configuration.
You cannot commit your changes without resolving the conflicts.

e Concurrent Updates: A Warning icon denotes committable, non-critical conflicts. These
warn you of incompatible changes with other activated sessions.

* Informational Messages: A Warning icon denotes committable, non-critical conflicts
within your configuration.

2.5.1 How to View Conflicts and Errors

The Conflicts tab displays errors in your current Service Bus configuration and reflects any
conflicts your changes have with other activations. You can view all conflicts, or just those for
the resource displayed in the current resource editor. Click the Conflicts icon to display the
Conflicts tab.

ORACLE 2-17



Chapter 2
Viewing and Resolving Conflicts

Figure 2-12 Conflicts Tab
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2.5.1.1 Viewing All Conflicts and Errors in the Service Bus Console

To view all conflicts and errors:

1. Access the Conflicts tab by doing one of the following:
*  Click the Errors icon in the uppermost toolbar.
»  Click the Conflicts tab at the bottom of the page.
2. To view errors in your configuration click Errors on the Conflicts tab.

3. To view conflicts with concurrent updates in other activations, click Concurrent
Updates on the Conflicts tab.

4. To display details of a specific conflict, click the link in the Name column for that
conflict.

2.5.1.2 Viewing Conflicts and Errors for a Deployed Resource

If a Service Bus resource contains errors, when you display that component in its
editor, a conflict icon appears next to the name of the editor.

To view conflicts and errors for the displayed resource:

1. With a resource displayed in its editor, click the Conflicts icon next to the editor
title (for example, next to Business Service Definition).

The first conflict is highlighted in the Conflict tab at the bottom of the page.

2. Expand the conflict to view additional information about the error that caused the
conflict.

3. To scroll through the conflicts for a component, click the left and right arrows next
to the Conflicts icon.

2.5.2 How to Resolve Conflicts and Errors

You must resolve all error conflicts in a session before you can activate that session.
To resolve a conflict, use the information provided in the Errors and Concurrent
Updates tables on the Conflicts tab to understand the problem and then modify the
component that is causing the conflict.
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2.5.2.1 Resolving Concurrent Update Conflicts

If you have a conflict that occurs because a resource was modified in the current session and
it was already modified and activated in another session, you can resolve the conflict in one
of two ways.

To save your changes to the runtime and override the changes deployed in the conflicting
session, click Activate in the upper right toolbar.

The changes activated by the conflicting session's user are overwritten by your changes
in this session.

To restore a component in this session to the state in which it was saved in the runtime,
select the component in the Concurrent Updates table and click Synchronize above the
table.

The resource in your session is updated with the changes activated in the conflicting
session. You can then make your updates and activate your changes.

2.5.2.2 Resolving Error Conflicts

To resolve error conflicts:

1.

In the Errors table of the Conflicts tab, click the Expand icon to the left of the resource
you want to resolve.

The error message appears below the resource.
Click the name of the resource to open it in a Service Bus editor.

Update the resource to fix the issue based on the information provided in the error
message.

Click Save.

Repeat these steps until you resolve all conflicts.

2.6 Viewing Historical Data

The History tab has three different views: Changes, Sessions, and Activations.

How to View the Changes in the Current Session
How to View the Existing Sessions
How to View the Changes in an Activated Session

How to Purge Activated Sessions

2.6.1 How to View the Changes in the Current Session

The Changes view of the History tab displays different information based on whether or not
you are in a session. When you are in a session, the Changes view displays a list of
configuration changes that you have made during the current session. When you are outside
a session, the Changes view does not display any changes.

ORACLE
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Figure 2-13 History Tab
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To view the changes in the current session:

1. Click the Tools icon , and then click History, as shown in the following figure:

ORACLE Service Bus Console 12¢
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= v O $ »

The History tab appears with the Changes view selected. The Changes table
displays the type of change made, the time each change was made, the person
who made each change, the status, and, if the change was reversed, the person
who reversed it.

2. To undo any of the changes listed, see How to Undo Specific Changes in the
Current Session.

2.6.2 How to View the Existing Sessions

ORACLE

The Sessions view of the History tab displays a list of all existing sessions within the
Oracle Service Bus Console. You can view these sessions if you are currently in a
session or outside a session.

You only view all sessions if you are logged in with an Administration role. For more
information, see "Defining Access Security for Oracle Service Bus" in Administering
Oracle Service Bus.

To view the existing sessions:

1. From the top-left of the Service Bus Console, click the Tools icon , and then click
History.

The History tab appears with the Changes view selected.
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Click Sessions above the table.

The Sessions table appears with a list of sessions, the user who created each session,
the date and time each session was created and modified, and the number of resources
that were changed.

To switch to a session in the list, select that session and click the Switch to Session
icon.

# Note:

The same user logged in to multiple browsers is not supported. It causes
unpredictable behavior in the console.

2.6.3 How to View the Changes in an Activated Session

The Activations view of the History tab displays a list of all Service Bus activations. For each
activation listed, you can view a history of changes that were activated.

To view the changes in an activated session:

1.

From the top-left of the Service Bus Console, click the Tools icon , and then click
History.

The History tab appears with the Changes view selected.
Click Activations above the table.

The Activations table appears with a list of activations, their descriptions, the time each
activation occurred, the user who activated each session, the status of the activation,
and, if the activation was reversed, the user who reversed it.

To view information about each change in an activation, click that activation in the
Activation column.

The Task Details dialog appears with a list of each change made in the selected session.

To view any of the resources or locations (paths) listed in the task details, click the name
of the resource or location.

The resource or location opens in a Service Bus editor.

To undo activations or purge tasks for an activation, see the following topics:
*  How to Purge Activated Sessions

* How to Undo a Session Activation

* How to Undo Specific Changes in the Current Session

2.6.4 How to Purge Activated Sessions

You can purge all sessions activated or only those over a specific period, delimited by start
and end dates. This action can only be performed outside a session.

ORACLE

2-21



Chapter 2
Undoing Changes and Activations

Caution:

Purging session activation history involves deleting data that enables
multiple levels of undo. If you purge session activation history for a specific
period, you will not be able to undo sessions activated during that period.

To view the changes in an activated session:

1. Make sure you are not in an active session.

2. From the top-left of the Service Bus Console, click the Tools icon , and then click
History.

The History tab appears with the Changes view selected.

3. Click Activations above the table.

4. Click the Purge Tasks icon above the table.
The Purge Activation History dialog appears.

5. On the Purge Activation History dialog, do one of the following:
* To purge all tasks for all sessions, select Purge All Tasks.

* To purge tasks for a specific time period, select Purge Selected Tasks, and
enter the beginning and ending dates and times for the period to purge.

6. Click Purge, and then click Yes to confirm the purge.

The selected activations are removed from the list, and a new entry appears with a
description of the purge.

2.7 Undoing Changes and Activations

When you are working in a session, you can undo tasks in any order. The undo
operation sets the configuration of a resource to its configuration prior to the change
you are undoing. If the task being undone was one that created a resource, there is no
previous state to which the resource can be returned. In other words, no resource
existed before this task was performed. Effectively, the undo operation deletes the
resource from the session. In this case, errors occur if there are any references to the
resource being deleted. You can view such errors on the Conflicts tab. Service Bus
supports unlimited undo operations. This feature means you can even reverse undo
operations.

When you are not working in a session, you can view a history of sessions that were
previously activated. You can also undo those sessions. If an error in the runtime
configuration would result from the undo action, you cannot undo a session that was
previously activated. For example, if you attempt to undo a session activation that
results in deleting a resource referenced by another resource, that undo action is not
allowed.

2.7.1 How to Undo Specific Changes in the Current Session

ORACLE

In the Changes view of the History tab, you can undo specific tasks that you performed
during your current session. You can undo any change in the current session.
However if you realize you performed an undo operation in error, you can undo that
action as well.
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To undo specific changes in the current session:

1.

From the top-left of the Service Bus Console, click the Tools icon , and then click
History.

The History tab appears with the Changes view selected.
Select the change you want to undo, and then click the Undo icon above the table.

The change is reversed. If you reversed a Create task, the selected resource is removed
from the session and no longer appears in the Project Navigator. If you reversed a Delete
task, the selected resource is added back to the session and reappears in the Project
Navigator.

2.7.2 How to Undo a Session Activation

In the Activations view of the History tab, you can undo session activations. If semantic errors
result from undoing a session activation, you are prevented from undoing an activation. The
alternative is to undo the session activation and have the changes put into a new session.
You can then fix the semantic errors and activate the new session. You can also use this
capability of undoing into a session to explore the ramifications of undoing a session
activation. You can examine all the changes that result, and determine whether to undo the
activation. Service Bus lets you undo multiple levels of session activation, constrained only by
your system resources.

To undo a session activation:

1.

3.

ORACLE

From the top-left of the Service Bus Console, click the Tools icon , and then click
History.

The History tab appears with the Changes view selected.
Click Activations above the table.

The Activation table displays the previous activations.

Figure 2-14 Activations Tab

v History ®*  Credit_Validation

Changes  Sessions
View v ¢ © [ & Detach

Execution Activation

Activation Description Time User Status Undone By
Activate session weblogic created REST services for ... 7/28/20151.... weblogic Partially Acti...

Activate session weblogic renamed creditvalidation s...  7/28/20151.... weblogic Partially Acti...

Activate session weblogic 712812015 1.... weblogic Partially Acti...

Activate session weblogic TI27120151... weblogic Partially Acti...

System Initialization TI27120151... =anonymous= Activated

To undo an activation, do the following:
»  Click the empty field to the right of the session you want to undo to select it.
* Click the Undo icon above the table.

The session activation is reversed.
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4. To undo an activation into a session, do the following:
»  Click the empty field to the right of the session you want to undo to select it.
* Click Undo in a Session.

The session activation is reversed and a new session is created pre-populated
with the tasks needed to undo the changes activated in the session.

2.8 Viewing References

The References tab displays information about resources that either reference other
resources or are referenced by other resources.

For projects and folders, the References tab lists the following:

e Resources outside of the current project or folder that are referenced by resources
inside the project or folder.

e Resources outside of the current project or folder that reference resources inside
the project or folder.

For any project, folder, or resource in the console, click the References icon in the
upper right on the editor to view information about these references on the References
tab.

2.8.1 Viewing Resource References

ORACLE

You can view references to resources whether or not you are in a session.
To view resource references:

1. Open a project, folder, or resource in its Service Bus editor.

2. Click the Tools icon in the upper right portion of the editor, and then select
References.

The References page appears, and shows the selected resource in bold. The
Referenced By column lists any resources that reference the selected resource.
The References column lists any resources that the selected resource references.

Figure 2-15 References Tab

v History ® Credit_Validation ¥ References * | resenvationProxy ¥ CurencyTypes X

View Q, ' Detach

Referenced By Resource References
& RestSenvice
P 9. RestSenice &= CurencyTypes

3. Click the name of a resource to display it in its editor.

4. Click the left arrow next to a resource in the Referenced By column to view the
references for that resource.

5. Click the right arrow next to a resource in the References column to view the
references for that resource.
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2.9 Customizing the Appearance of the Oracle Service Bus
Console

Several editors in the console display information in tables. You can customize how tables
display this information.

«  How to Customize Table Views

2.9.1 How to Customize Table Views

The menu bar above each table lets you specify which columns to display and in what order.
You can also specify the sort order for the columns and view the table full-screen.

2.9.1.1 Specifying the Columns to Display

To specify the columns to display:

1. Inthe upper left of the table, click View and select Columns.

A sub-menu appears, displaying a list of available columns. A check next to a column
indicates that it is visible.

2. To display all available columns, select Show All.
3. To specify which columns to display, select Manage Columns.

The Manage Columns dialog appears.

Figure 2-16 Manage Columns dialog

Manage Columns x
Hidden Columns Visible Columns
Activation
Description

Execution Time

User

Activation Status
«  Undone By

0K  Cancel

4. To hide a displayed column, select the column name in the Hidden Columns panel and
click the right arrow button.

5. To display a hidden column, select the column name in the Visible Columns panel and
click the left arrow button.

An asterisk denotes a required column.

6. Repeat until you have listed all the column names you want to display in the Visible
Columns field.

In the Visible Columns field, you can use the up and down arrows to reorder the column
names.
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7. Click OK.

2.9.1.2 Sorting the Columns in a Table

To sort the columns in a table:

¢ Note:

The default sort order for any table is determined by the first column in the
table.

1. Inthe upper left of the table, click View and select Sort.

2. Select Advanced Sort.

3. Inthe Sort By field, select the column name by which to sort first, and then select
either Ascending or Descending.

4. In the Then By field, select the column name by which to sort second, and then
select either Ascending or Descending.

5. Click OK.

2.9.1.3 Reordering Columns in a Table

To reorder the columns in a table:
1. Inthe upper left of the table, click View and select Reorder Columns.

2. On the Reorder Columns dialog, use the up and down arrows to change the order
of the columns.

3. When you are done, click OK.

Tip:

You can also move a column by clicking on the column heading and
dragging it to a new location in the table.

2.9.1.4 Viewing a Table in Full-Screen Mode

To view the table full-screen:

To detach the table from its current page and view it on a page the size of your
browser, click View above the table and select Detach.
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Getting Started with Oracle Service Bus in
JDeveloper

This chapter provides general information about how to use Service Bus in JDeveloper to
configure services and other service bus resources. These are design-time activities that,
except where noted, do not require a running WebLogic Server instance.

This chapter includes the following topics:

* JDeveloper Concepts for Service Bus

e Managing Service Bus Components in JDeveloper

* Refactoring Service Bus Projects, Folders, and Resources

For complete information on using JDeveloper, see Developing Applications with Oracle
JDeveloper.

3.1 JDeveloper Concepts for Service Bus

ORACLE

Service Bus uses editors, wizards, and dialogs in JDeveloper to create and configure Service
Bus applications. Some of these items are specific to Service Bus components, and some
are standard JDeveloper tools.

For example, proxy service and business service editors are specific to Service Bus, but
other products share the XSLT and XQuery mappers in JDeveloper. Service Bus shares
many features with SOA Suite components in JDeveloper.

The following figure shows Service Bus artifacts in JDeveloper. Project files are in the
application navigator, the Service Bus Overview Editor is in the center, and the Components
is window on the right. The Service Bus Overview Editor is where you define services and
message flows. The Components window lists all the different Service Bus and SOA Suite
components you can drag onto the Overview Editor design canvas.
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Figure 3-1 Oracle Service Bus in JDeveloper
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3.1.1 Application Navigator

The Application Navigator displays the key files for all the resources and services
included in the Service Bus project, which can include the following:

* An XML file that is automatically created when you create a Service Bus project.
This file describes the entire Service Bus application, including services,
resources, references, and wires. In the Application Navigator, this file has the
same name as the project. In the file system, it is named servicebus.sboverview.

e Any proxy service files (servi ce_nane.proxy).
e Any business service files (servi ce_nane.bix).
*  Pipeline files (pi pel i ne_name_pipeline).

e Split-join files (spl i tj oi n_nane.flow).

* Any resource files, such as service accounts, WSDL files, service key providers,
alert destinations, and so on.

*  Additional subfolders for class files, XSD files (schemas), and XSL files
(transformations).
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3.1.2 Service Bus Overview Editor

The Service Bus Overview Editor lets you design your Service Bus application from the top
down in a graphical view of the components included in the application. You drag pipelines,
split-joins, transports, adapters, and bindings from the Components window into the designer
window of the editor. When you drag and drop a component into the designer window, a
corresponding wizard appears so you can perform basic configuration tasks related to that
component. For example, when you drag and drop a pipeline to the Pipelines/Split Joins
section of the editor, the Create Pipeline Service wizard appears. After you complete the
wizard, the component appears in the editor, and you can double-click the component to
open its editor and further define its configuration. The following figure shows the Overview
Editor with a mixture of services, pipelines, and split-joins.

Figure 3-2 Service Bus Overview Editor
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3.1.3 Resource Editors

ORACLE

Each type of Service Bus resource can be configured in an editor that is specific to that
resource. Most editors have multiple views, which you select in the lower left corner of the
editor. The Configuration view is available for most resources, and is where you do most of
the resource configuration. Design view is available for the Service Bus Overview Editor,
pipelines, and split-joins, and provides a graphical representation of how messages are
processed. In design mode, you can drag and drop activities from the Components window
directly into a split-join or pipeline. For some resources, you can view the source code using
the Source view. Several editors also include a History view, where you can look at a history
of changes to the displayed resource. The following figure shows the General configuration
page of the Proxy Service Definition Editor.
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Figure 3-3 Proxy Service Definition Editor in JDeveloper
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3.1.4 Components Window

ORACLE

The Components window appears when the Service Bus Overview Editor, the Pipeline
Editor, or the Split-Join Editor is open. The Components window lists the various
components that you can use in a Service Bus application, pipeline, or split-join,
depending on which editor is visible. For the overview editor, the Components window
displays the components you can add to the application, including resources,
adapters, and transports. For pipelines and split-joins, the Components window
displays routing, transformation, and error handling actions that you can use to define
the flow of data between services.

The elements listed in the Components window can be dragged and dropped from the
Components window to the visible editor. If the Components window is not visible,
select Components from the Window main menu. The following figure shows the
Components window for the Service Bus Overview Editor.
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3.1.5 Resources Window

When you select an item in the Resources window, a dialog appears in which you can
browse both local and remote resources. For example, you can access the following

resources:

Chapter 3
JDeveloper Concepts for Service Bus

e Shared local application metadata such as schemas, WSDL files, event definitions,
business rules, and so on.

e WSIL browser functionality that uses remote resources that can be accessed through an
HTTP connection, file URL, or Application Server connection.

* Remote resources that are registered in a Universal Description, Discover, and
Integration (UDDI) registry.

If the Resources window is not visible, select Resources from the Window main menu.

3.1.6 Properties Window

The Properties window displays properties for the selected Service Bus resource or
component, and lets you modify the properties for pipeline actions and split-join operations.

ORACLE
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For information about the properties you can configure, see the online help for Service
Bus and the following chapters in this guide:

* Improving Service Performance with Split-Join
*  Working with Pipeline Actions in Oracle Service Bus Console

If the Property Inspector is not visible, select Property Inspector from the Window
main menu.

3.1.7 Structure View

The Structure window offers a structural view of the component currently displayed in
the editor. Depending on the document currently open, the Structure Window lets you
view data in two modes, as indicated by the tabs near the bottom of this window:

e Source mode displays the code structure of the file currently open in the editor.
This is applicable to technologies that allow code editing, such as XML. For
example, this tab will not be available when a pipeline is open for editing.

e Design mode displays the tree structure of the file currently open in the editor, and
lets you navigate through the different nodes of the component.

The Structure window is dynamic, always tracking the current selection of the active

3.1.8 Log Window

The Log window displays messages about application compilation, validation, and
deployment.

3.2 Managing Service Bus Components in JDeveloper

In JDeveloper, Service Bus components are contained within a Service Bus project.
Service Bus projects can be gathered into Service Bus applications. The resources are
stored as files in the file system. All resources (such as services, WSDL files, XQuery
transformations, and so on) reside in one non-overlapping project.

You create resources directly under a project or in folders within the project to organize
them further. Each folder contains a set of resources and can also contain additional
folders, like directories in a file system. Resources located in one project can reference
and use resources that are defined in other projects. You can move resources
between projects or folders, and rename or delete them. Service Bus preserves
dependencies when resources are renamed or moved, and also adjusts any
references to a renamed or moved resource.

3.3 Refactoring Service Bus Projects, Folders, and
Resources

ORACLE

You can rename, move, and delete Service Bus resources in JDeveloper using its
refactoring features. You can also rename and move folders. Refactoring maintains
references between the resources you change, except when you delete a resource or
folder. Refactoring also moves, renames, or deletes the resource files and updates
information in the Service Bus Overview Editor. In addition to the refactoring features
in JDeveloper, Service Bus lets you clone a project or folder to a different location.
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You can rename and delete resources from the Application Navigator or from the Service Bus
Overview Editor. This section describes the Application Navigator steps. For information on
refactoring in the Overview Editor, see How to Rename Components in the Service Bus
Overview Editor and How to Delete Components in the Service Bus Overview Editor.

3.3.1 How to Rename a Service Bus Folder or Resource in JDeveloper

When you rename Service Bus components, any references are automatically updated.

# Note:

If you rename a business service imported from the UDDI registry, the service will
become detached from the registry.

To rename a folder or resource:

1. Inthe Application Navigator, right-click the folder or resource you want to rename.
2. Point to Refactor and click Rename.
3. Forresources, do the following:

a. Inthe Rename To field of the Rename dialog, enter a new name for the resource. Do
not change the file extension.

b. If the resource is referenced by another resource, click Show Usages to view those
references.

c. Click OK to finalize the new name.
4. For folders, do the following:

a. Inthe Name field of the Rename Directory dialog, enter the full path and a new name
for the folder.

b. To view a list of files before confirming the change, select Preview.
c. Click OK.

d. If you selected Preview, review the list of files in the Rename Directory Log. Click
Refactor to complete the change.

5. In the JDeveloper toolbar, click Save All.

3.3.2 How to Move a Service Bus Folder or Resource in JDeveloper

ORACLE

When you move resources to a different location, Service Bus retains any dependencies
against that resource. If you move a project into another project, Service Bus converts it to a
folder within the second project.

To move a folder or resource:

1. Inthe Application Navigator, right-click the project, folder, or resource you want to move.
2. Point to Refactor and click Move.

3. For resources, do the following:
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» If the resource is referenced by another resource, click Show Usages to view
those references.

* In the Move To field of the Move dialog, enter the new directory path for the
resource or click Browse to navigate to and select a new directory.

* Click OK.
For folders, do the following:

* In the Move Directory dialog, navigate to and select the new location for the
folder.

e Click Select.

In the JDeveloper toolbar, click Save All.

3.3.3 How to Delete a Project or Resource

When you delete a project, all resources under the project are deleted. If any
resources under this folder are referenced by resources under a different project or
folder, you can still delete it but this might result in conflicts due to unresolved
references to the deleted resource.

Caution:

If you delete a project or folder that contains a pipeline template resource, all
the concrete pipelines derived from that template are unlinked.

3.3.3.1 Deleting a Resource

To delete a resource:

1.

4,

In the Application Navigator, right-click the project, folder, or resource you want to
delete.

Point to Refactor and click Delete.

If the resource is referenced by another resource, click Show Usages to view
those references.

Click Yes to delete the resource.

3.3.3.2 Deleting a Project

To delete a project:

ORACLE

1.
2.
3.

In the Application Navigator, right-click the project you want to delete.
Click Delete.

Select whether to just remove the project from the application or to also delete all
of its files and directories from the file system.

Click Yes.

On the Confirmation Dialog, click Yes.
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3.3.4 How to Clone a Project or Folder

ORACLE

Cloning a project or folder copies all resources in a project or folder to a different location.
Service Bus preserves dependencies when an object is cloned and also adjusts any
references. For information on clone processing, see What Happens When You Clone a
Project and What Happens When You Clone a Folder.

To clone a project or folder:

1. Inthe Application Navigator, right-click the project, folder, or resource you want to clone.
2. Point to Service Bus and click Clone.
3. On the Select Clone Target dialog, enter a name for the cloned component.
4. Do one of the following:
e To clone this project or folder as a project, select As project.

e To clone this project or folder as a folder, select As folder in location and then select
the project or folder where you want to locate the cloned project.

5. Click OK.
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Setting up the Development Environment for
JDeveloper

This chapter describes development environment setup topics that are relevant to Service
Bus, such as using the default Derby database and disabling the default JMS reporting
provider.

This chapter includes the following topics:
*  Creating Server Connections in JDeveloper

*  Creating Connection Factories for Oracle JCA Adapters

* Disabling the JMS Reporting Provider

4.1 Creating Server Connections in JDeveloper

To deploy services from JDeveloper, the JDeveloper environment must be connected to an
Oracle WebLogic Server. To do this task, you create an application server connection. You
can also create connections to the Oracle Metadata Services (MDS) repository to share
artifacts with SOA Suite applications.

* How to Create an Application Server Connection
* How to Create a SOA-MDS Connection
* How to Change the MDS Repository Location

4.1.1 How to Create an Application Server Connection

When developing in JDeveloper, you must create a connection to the application server to
which Service Bus applications will be deployed. Once you create this connection, you can
deploy your applications to the server and you can access other applications and artifacts

already deployed to that server.

For instructions, see "How to Create a Connection to the Target Application Server" in
Developing Applications with Oracle JDeveloper.

4.1.2 How to Create a SOA-MDS Connection

To deploy a Service Bus application that shares data with other composites, use the Create
SOA-MDS Connection wizard to create a connection to a database-based Oracle MDS
Repository server.

To create a SOA-MDS connection:

1. From the File main menu, point to new New and select From Gallery.
The New Gallery wizard appears.

2. Inthe General category, select Connections.
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Select SOA-MDS Connection, and click OK.
The Create SOA-MDS Connection dialog appears.
In the connection fields, provide values appropriate to your environment.

Click Help on the dialog to get information about each field and the values you
need to enter.

Click OK.

You can now browse the connection in the Resources window and view shared
artifacts under the Japps node.

4.1.3 How to Change the MDS Repository Location

The default MDS Repository connection uses a default repository located
in $JDEV_USER DI R/soamds in the JDeveloper system or application data folders. You
can change the location of the repository if needed.

ORACLE

To change the MDS Repository location:

1.

If the Resources window is not visible in JDeveloper, click the Window menu and
select Resources.

In the Resources window, expand SOA-MDS, right-click the repository name (the
default name is SOA_DesignTimeRepository), and click Properties.

The Edit SOA-MDS Connection dialog appears.
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Figure 4-1 Edit SOA-MDS Connection Dialog
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3. Inthe MDS Root Folder field, select the new root directory for the repository.

< Note:

You can select any directory, but it must have a folder named apps directly
beneath it.

4. Click Test Connection to verify the directory.

5. Upon successful completion of the test, click OK.

4.2 Creating Connection Factories for Oracle JCA Adapters

The Oracle JCA adapters are deployed as JCA resource adapters in a WebLogic Server
container. Adapters are packaged as Resource Adapter Archive (RAR) files using a JAR
format. When adapters are deployed, the RAR files are used and the adapters are registered
as connectors with the WebLogic Server or middle-tier platform.

The RAR file contains the following:
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* The ra.xml file, which is the deployment descriptor XML file containing
deployment-specific information about the resource adapter

« Declarative information about the contract between Oracle WebLogic Server and
the resource adapter

Adapters also package the weblogic-ra.xml template file, which defines the
endpoints for connection factories. For information about creating connection factories
and connection pools, see "Adapter Framework" in Understanding Technology
Adapters.

4.3 Disabling the JMS Reporting Provider

ORACLE

By default, the Service Bus JMS reporting provider is deployed in a Service Bus
domain. The reporting provider uses a database to persist reporting data. If you do not
want to use the JMS reporting provider in your development domain, you can disable
or untarget it during the domain creation process.

For more information, see Untargeting a JMS Reporting Provider in Administering
Oracle Service Bus. Disabling the reporting provider prevents benign JMS reporting
provider errors at server startup.
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Developing Service Bus Applications in
JDeveloper

This chapter describes how to use JDeveloper to develop Service Bus applications from the
top down, using the Service Bus Overview Editor.

This chapter includes the following sections:

* Introduction to the Service Bus Overview Editor

» Creating Service Bus Applications and Projects in JDeveloper

* Adding Service Bus Components

*  Modifying and Deleting Components in the Service Bus Overview Editor
e Synchronizing the Overview Diagram

e Wiring Service Bus Components

e Attaching Security Policies to Service Bus Components

» Testing Service Bus Components in the Overview Editor

* Deploying a Service Bus Application

5.1 Introduction to the Service Bus Overview Editor

The Service Bus Overview Editor provides a graphical interface for you to design and
configure Service Bus projects. A project overview file is automatically generated when you
create a project, which describes the Service Bus project.

In the Application Navigator, the node representing this file has the same name as the project
it represents; in the file system, it is named servicebus.sboverview. You can open this file in
the Service Bus Overview Editor to create and configure the Service Bus components.

Opening the overview file launches the Service Bus Overview Editor, which appears as a tab
in the JDeveloper designer. This file describes the entire application assembly of proxy
services, business services, pipelines, and split-joins. There is one overview file for each
Service Bus project.

5.1.1 Service Bus Overview Editor Components

When you work with the project overview file, you primarily use the Overview Editor canvas,
the Components window, and the component configuration wizards. The editor lets you view
many of your files in a WYSIWYG environment, and you can view a file in an overview editor
where you can declaratively make changes, or you can view the source code for the file. The
Structure window shows the structure of the currently selected file.
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Figure 5-1 Service Bus Overview Editor
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Table 5-1 describes the Service Bus Overview Editor.
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Table 5-1 Service Bus Overview Editor

Element

Description

Application Navigator

Displays the key files for the components included in the Service Bus

project:

e Aproject_name node (servicebus.sboverview file) that is
automatically created when you create a Service Bus project. This
file describes the entire composite assembly of proxy services,
business services, pipelines, split-joins, and wires. Once you open
the file in the Service Bus Overview Editor, the name changes to
match that of the containing project.

*  The pipeline component file (pi pel i ne_nane_pipeline)

*  The proxy service component file (pr oXy_nane.proxy)

e The business service component file (busi ness_nane.bix)

e The split-join component file (spl it oi n_nane.flow)

e The individual files that describe Service Bus components, such as
alert destinations, service key providers, and service accounts.

. Optional subfolders for class files, WSDL files, schema definitions,
transformations, and test suites. These can also be created directly
under the project. By default, components generated by the adapter
wizard are created in a subfolder named Resources.

Structure Window

The Structure window provides a structural view of the data in the
document currently selected in the active window.

Overview Editor

You drag Service Bus components from the Components window into
the canvas of the Overview Editor. When you drag and drop a
component into the designer, a corresponding wizard appears so you
can create and configure that component.

For all subsequent editing sessions, double-click these components to
re-open their editors.

Middle Swimlane (Pipelines/
Split Joins)

The middle swimlane is for the components that provide routing and
transformation logic, restricting this lane to pipelines and split-joins.

Left Swimlane (Proxy
Services)

The left swimlane is for services that provide an entry point to the
application, so this lane is restricted to proxy services. If you drag a JCA
adapter or a transport to this lane, you generate a proxy service based
on the selected adapter or transport.

Right Swimlane (External
Services)

The right swimlane is for references that send messages to external
services in the outside world, which can be business services or proxy
services. If you drag a JCA adapter or a transport to this lane, you
generate a business service.

Proxy services that appear in this lane are actually references to existing
proxy services, so they cannot be added by dragging a JCA adapter or a
transport to the canvas. They can only be added by selecting the
existing proxy service to use.

Components Window

The Components window provides the various Service Bus components
that you can use in a Service Bus application. It contains pipelines, split-
joins, technology adapters, application adapters, transports, and a REST
binding. Proxy services and business services are not included in the
Components window, but you can create them by dragging adapters,
transports, or bindings to the left or right swimlanes of the canvas.

For more information about the available components, see the online
help for the Overview Editor in JDeveloper. If the Components window is
not visible, select Components from the View main menu.
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Table 5-1 (Cont.) Service Bus Overview Editor

_________________________________________________________________________|
Element Description

Resources Window The Resources window provides a single dialog from which you can
browse both local and remote resources. For example, you can access
the following resources:

e Shared local application metadata such as schemas, WSDL
documents, event definitions, and so on.

«  WSIL browser functionality that uses remote resources that can be
accessed through an HTTP connection, file URL, or application
server connection.

*  Remote resources that are registered in a Universal Description,
Discovery, and Integration (UDDI) registry.

You select these resources for the Service Bus application through the

Resource Browser dialog. This dialog is accessible through a variety of

methods. For example, when you select the WSDL file to use with a

pipeline or drag a business service from the Components window, the

Resource Browser dialog appears. Click Resources at the top of this

dialog to access available resources.

If the Resources window is not visible, then select Resources from the
View main menu.

Log Window The Log window displays messages about application compilation,
validation, and deployment.

Properties Window The Properties window displays properties for the selected Service Bus
component. You also use the Properties window to define properties for
pipeline and split-join actions.

If the Properties window is not visible, select Properties from the View
main menu.

Application Resources In the Application Resources panel, the system resources for Service
Bus applications and projects are listed under Service Bus System
Resources. System resources include UDDI registries, proxy services,
JNDI providers, and SNMP servers.

5.1.2 Transports, Adapters, and Bindings

Using the Service Bus Overview Editor, you can create proxy and business services
based on Service Bus transports, Oracle JCA Adapters, or the REST binding. Service
Bus is fully integrated with JCA adapters, and you can create and configure a JCA
adapter and its associated files directly in a Service Bus project using the Overview
Editor. In previous versions, you created the JCA adapter in a separate SOA Suite
project and then imported it into Service Bus. When you create a JCA adapter, the
concrete WSDL file and proxy or business service are created automatically. The
same applies when you create a service using the REST binding; the associated
WADL file and proxy or business service are automatically created for you.

In addition to the full range of support for Oracle JCA Adapters, Service Bus provides
connectivity to external systems through a variety of transports, each of which is
specific to a type of external system. You can use a combination of transports,
adapters, and REST bindings to create services in Service Bus.

Table 5-2, Table 5-3, and Table 5-4 describe the transport, adapters, and bindings
available in the Components window. For more information, see Working with JCA
Adapters, Transports, and Bindings .
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Table 5-2 Technology Components

Component

Description

AQ

Drag an AQ adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle AQ Adapter, and to create
its associated service. The AQ Adapter lets Service Bus interact with
a single consumer or a multi-consumer queue.

This action launches the AQ Adapter Configuration wizard.

AS/400

Drag an AS/400 adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle Database
Adapter for AS/400, and to create its associated service.

This action launches the Database Adapter Configuration wizard.

BAM

Drag a BAM adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle BAM Adapter, and to
create its associated service. The BAM Adapter lets Service Bus
interact with Oracle Business Activity Monitoring.

This action launches the BAM Adapter Configuration wizard.

Coherence

Drag a Coherence adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle Coherence
Resource Adapter, and to create its associated service. Use the
Coherence Resource Adapter to perform cache operations in a
transaction.

This action launches the Coherence Adapter Configuration wizard.

Database

Drag a Database adapter to either the Proxy Services or External
Services swimlane to create and configure a Database JCA Adapter,
and to create its associated service. The Database Adapter lets
Service Bus communicate with Oracle and other databases through
JDBC.

This action launches the Database Adapter Configuration wizard.

Direct

Drag a Direct transport to the External Services swimlane to create a
business service using the SOA-DIRECT transport. Use the SOA
DIRECT transport to exchange messages over a remote method
invocation (RMI).

This action launches the Create Business Service wizard. The Direct
transport can only be used with business services.

File

Drag a File adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle File Adapter, and to
create its associated service. The File Adapter lets Service Bus
applications read and write messages from files on a local file system.

This action launches the File Adapter Configuration wizard.

FTP

Drag an FTP adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle FTP Adapter,
and to create its associated service. The FTP Adapter lets Service
Bus applications read and write messages from remote service files.

This action launches the FTP Adapter Configuration wizard.

HTTP

Drag an HTTP transport to the Proxy Services swimlane to create an
HTTP proxy service, or to the External Services swimlane to create
an HTTP business service. The HTTP transport lets you invoke
applications through HTTP POST and GET operations.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

ORACLE
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Table 5-2 (Cont.) Technology Components

_________________________________________________________________________|
Component Description

JEJB Drag a JEJB transport to the Proxy Services swimlane to create a
JEJB proxy service, or to the External Services swimlane to create a
JEJB business service. The JEJB transport lets you pass Plain Old
Java Objects (POJOs) through Service Bus.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

JMS Drag a JMS Transport to the Proxy Services swimlane to create a
JMS proxy service, or to the External Services swimlane to create a
JMS business service. The JMS transport configures services that
interact with Java Messaging Service.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

LDAP Drag an LDAP adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle LDAP Adapter,
and to create its associated service. The LDAP Adapter lets Service
Bus interact with an LDAP directory.

This action launches the LDAP Adapter Configuration wizard.

MQ Drag an MQ adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle MQ Series Adapter, and
to create its associated service. The MQ Series Adapter lets Service
Bus connect to MQ Series queue managers and to add and remove
messages in queues.

This action launches the MQ Series Adapter Configuration wizard.

MSMQ Drag an MSMQ adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle MSMQ Adapter,
and to create its associated service.

This action launches the MSMQ Adapter Configuration wizard.

REST Drag REST binding to either the Proxy Services or External Services
swimlane to create and configure a REST binding component, and to
create its associated service.

This action launches the Create REST Binding dialog.

SB Drag an SB transport to the Proxy Services swimlane to create an SB
proxy service, or to the External Services swimlane to create an SB
business service. Use the SB transport to allow Oracle products to
synchronously invoke a proxy service using RMI.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

Socket Drag a Socket adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle Socket Adapter,
and to create its associated service. The Oracle Socket Adapter lets
Service Bus create a client or server socket, and establish a
connection.

This action launches the SOCKET Adapter Configuration wizard.

Tuxedo Drag a Tuxedo transport to the Proxy Services swimlane to create a
Tuxedo proxy service, or to the External Services swimlane to create
a Tuxedo business service. The Tuxedo transport to access a Tuxedo
domain from Service Bus.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.
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Table 5-2 (Cont.) Technology Components
]

Component

Description

UMS

Drag a UMS adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle UMS Adapter, and to
create its associated service. The Oracle UMS Adapter lets Service
Bus send and receive notifications using email, SMS, or instant
messaging.

This action launches the UMS Adapter Configuration wizard.

WS

Drag a WS transport to the Proxy Services swimlane to create a WS
proxy service, or to the External Services swimlane to create a WS
business service. The WS transport implements requests for services
derived from based on SOAP 1.1- or SOAP 1.2-based WSDL
documents with WSRM policy.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

Table 5-3 Application Components
]

Component

Description

JDE World

Drag a JDE World adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle JDE World
Adapter, and to create its associated service. This action launches the
JDE World Adapter Configuration wizard.

Oracle

Drag an Oracle adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle Applications
Adapter, and to create its associated service. This action launches the
Oracle Applications Adapter Configuration wizard.

SAP

Drag a SAP adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle SAP Adapter, and to
create its associated service. This action launches the Oracle SAP
Adapter Configuration wizard.

Table 5-4 Advanced Components
]

Component

Description

BPEL 10g

Drag a BPEL 10g transport to the External Services swimlane to
create a BPEL Process Manager business service. Use the BPEL
Processing Manager (BPEL-10g) to define messaging with Oracle
SOA Suite 10g BPEL processes.

This action launches the Create Business Service wizard. The BPEL
10g transport can only be used with business services.

Note: For messaging with Oracle SOA Suite 11g BPEL processes,
use the SOA_DIRECT transport.

Custom

Drag a Custom adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle Custom
Adapter, and to create its associated service. The Oracle Custom
Adapter lets you create a customized adapter to connect to external
systems.

This action launches the Custom Adapter Configuration wizard.

ORACLE
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Table 5-4 (Cont.) Advanced Components

_________________________________________________________________________|
Component Description

DSP Drag a DSP transport to the External Services swimlane to create a
DSP business service. Use the DSP transport to communicate with
Oracle Data Service Integrator.

This action launches the Create Business Service wizard. The DSP
transport can only be used with business services.

EJB Drag an EJB transport to the External Services swimlane to create an
EJB business service. Use the EJB transport to create an Enterprise
JavaBeans service for using SDO parameters or Java interfaces with
Enterprise JavaBeans.

This action launches the Create Business Service wizard. The EJB
transport can only be used with business services.

Email Drag an Email transport to the Proxy Services swimlane to create an
email proxy service, or to the External Services swimlane to create an
email business service. The Email transport lets Service Bus
communicate with email servers.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

File Transport Drag a File Transport to the Proxy Services swimlane to create a file
proxy service, or to the External Services swimlane to create a file
business service. The File transport configures services that read and
write messages from files on a local file system.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

FTP Transport Drag an FTP Transport to the Proxy Services swimlane to create an
FTP proxy service, or to the External Services swimlane to create an
FTP business service. The FTP transport configures services that
read and write messages from remote service files.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

JCA Drag a JCA transport to the Proxy Services swimlane to create a
proxy service based on an existing JCA adapter, or to the External
Services swimlane to create a business service based on an existing
JCA adapter.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

JMS Drag a JMS adapter to either the Proxy Services or External Services
swimlane to create and configure an Oracle JMS Adapter, and to
create its associated service. The JMS Adapter lets Service Bus
interact with Java Messaging Service.

This action launches the JMS Adapter Configuration wizard.

Local Drag a Local transport to the Proxy Services swimlane to create a
Local proxy service. Local proxy services can only be invoked by
other proxy services, not by external clients.

This action launches the Create Proxy Service wizard. The Local
transport can only be used with proxy services.
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Table 5-4 (Cont.) Advanced Components

_________________________________________________________________________|
Component Description

MQ Transport Drag an MQ Transport to the Proxy Services swimlane to create an
MQ proxy service, or to the External Services swimlane to create an
MQ business service. The MQ transport provides access to IBM
WebSphere MQ.

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

SFTP Drag an SFTP Transport to the Proxy Services swimlane to create an
SFTP proxy service, or to the External Services swimlane to create an
SFTP business service. The SFTP transport lets you transfer files
securely over the SSH File Transfer Protocol (SFTP).

This action launches either the Create Proxy Service wizard or the
Create Business Service wizard.

Third Party Drag a Third Party adapter to either the Proxy Services or External
Services swimlane to create and configure an Oracle Third Party
Adapter, and to create its associated service. The Third Party Adapter
lets Service Bus interact with third-party services as long as a WSDL
document is already defined.

This action launches the Create Third Party Adapter Service dialog.

5.1.3 Project and Overview Diagram Synchronization

Performing certain tasks outside of the Overview Editor results in components being
automatically added to or changed in the Service Bus Overview Editor diagram. When you
create proxy services, pipelines, and split-joins outside of the Service Bus Overview Editor
(that is, you create them directly in the project using their creation wizards), Service Bus adds
the generated components to the Overview Editor diagram. This does not occur when you
add business services, since they can be used by multiple projects.

When you add a new outbound messaging or callout activity to a pipeline or split-join and
configure the activity to call an external service, Service Bus adds the referenced component
to the External Services swimlane in the overview diagram if it is not already there. Service
Bus also wires the pipeline or split-join to the referenced component. If you remove the call to
the external service, the wire is also removed. When you add, remove, or modify the target
service in the Proxy Service Definition Editor, Service Bus modifies the wires on the overview
diagram accordingly.

If you import a new Service Bus project, Service Bus generates the project overview file and
adds all derivable Service Bus components to the diagram in the Service Bus Overview
Editor. If your import updates an existing Service Bus project, the overview diagram is also
updated with any new components or updated wiring.

The overview is synced when you make changes to or import resources. After you add,
update, or delete a resource, the changes will appear in the Service Bus Overview Editor the
next time you refresh or open it.
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5.2 Creating Service Bus Applications and Projects in
JDeveloper

In JDeveloper, Service Bus resources are organized into projects, which can be further
divided into folders. Service Bus projects are grouped into Service Bus applications.

¢ Note:

To create and deploy Service Bus applications and projects in JDeveloper,
you must install the Service Bus extension. For instructions on installing this
extension for JDeveloper, see Enabling Oracle JDeveloper Extensions in
Installing Oracle JDeveloper.

* How to Create a Service Bus Application and Project

» Developing Service Bus Projects in Reference Configuration Mode

5.2.1 How to Create a Service Bus Application and Project

When you create a Service application, you assign it a name and to specify the
directory in which to save source files. By creating an application using application
templates provided by JDeveloper, you automatically get the organization of the
workspace into projects, along with the project overview file.

You can create a Service Bus application with a Service Bus project, or you can create
just the application and create the project separately. The following figure shows the
creation wizard when you create the application and project together.
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Figure 5-2 Create Service Bus Application with Service Bus Project Wizard
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5.2.1.1 Guidelines for Creating Applications and Projects

Make sure to follow these guidelines when you create Service Bus applications and projects
in JDeveloper.

* When you create applications and projects, you can specify the directory in which the
associated files are stored. You must create Service Bus projects in the same folder as
their containing application.

» Do not create application or project names with spaces.

* Do not create applications and projects in directory paths that have spaces (for example,
c:\Program Files).

*  The combination of application and component name cannot exceed 500 characters.

* A project deployed to the same infrastructure must have a unique name across Service
Bus applications. For example, do not perform the actions described in Table 5-5. During
deployment, the second deployed project overwrites the first deployed project.
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Table 5-5 Restrictions on Naming a Service Bus Project

Create an Application Named... With a Project Named...
Applicationl Projectl
Application2 Projectl

Caution:

Do not create SOA Tier components in Service Bus applications, nor Service
Bus Tier components in SOA Suite applications. Mixing technologies within
an application will result in errors.

5.2.1.2 Creating a Service Bus Application with No Project

Before you begin:

To avoid errors, become familiar with the information in Guidelines for Creating
Applications and Projects before creating applications or projects.

To create a Service Bus application with no project:

1. Start Oracle JDeveloper Studio Edition.
2. Do one of the following to create a new Service Bus application:

» If no applications are open, click New Application in the Application
Navigator.

* Inthe JDeveloper toolbar, click File, point to New, and select Applications.
* Inthe JDeveloper toolbar, click Application and then select New.

The New Gallery opens, where you can select different application components to
create.

3. Inthe Categories tree, select General > Applications.
4. Inthe Items pane, select Service Bus Application, and click OK.
The Create Service Bus Application wizard appears.

5. On the Name your Application page, optionally change the name and directory
location for the application.

6. Click Finish.
7. From the File menu, select Save All.

8. To add projects to your application, see Adding a Service Bus Project to a Service
Bus Application.

5.2.1.3 Creating a Service Bus Application and Project

Before you begin:

To avoid errors, become familiar with the information in Guidelines for Creating
Applications and Projects before creating applications or projects.
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To create a Service Bus application and project:

1. Start Oracle JDeveloper Studio Edition.
2. Do one of the following to create a new Service Bus application:

» If no applications are open, click New Application in the Application Navigator.

* Inthe JDeveloper toolbar, click File, point to New, and select Applications.

* Inthe JDeveloper toolbar, click Application and then select New.

The New Gallery opens, where you can select different application components to create.
3. Inthe Categories tree, select General > Applications.

4. Inthe Items pane, select Service Bus Application with Service Bus Project, and click
OK.

The Create Service Bus Application wizard appears.

5. On the Name your Application page, optionally change the name and location for the
application.

6. On the Name your Project page, optionally change the name of your Service Bus project.
Make sure the project directory is in the application directory (this is the default).

7. Click Finish.

JDeveloper adds the Service Bus project technology, the project's XML file that describes
the Service Bus application, and the necessary libraries to your project.

8. From the File main menu, select Save All.

5.2.1.4 Adding a Service Bus Project to a Service Bus Application

ORACLE

Before you begin:

To avoid errors, become familiar with the information in Guidelines for Creating Applications
and Projects before creating applications or projects.

To add a Service Bus project to a Service Bus application:

# Note:

The following instructions are for the first time you create a Service Bus project. You
can continue to follow these steps for future project, but a Project option will also
appear when you right-click in the Application Navigator and select New.

1. Start Oracle JDeveloper Studio Edition.
2. Using the Application menu, open the Service Bus application.
3. Click File, point to New, and then select Project.
The New Gallery dialog appears.
4. In the Categories panel, scroll down to and select Service Bus Tier.
5. Inthe Items panel, select Service Bus Project, and click OK.

The Create Service Bus Project wizard appears.
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6. On the Name your Project page, you can optionally change the name for your
Service Bus project. Leave the directory at its default value, which is located in the
containing application's folder.

7. Click Finish.

JDeveloper adds the Service Bus project technology, the project's XML file that
describes the Service Bus application, and the necessary libraries to your project.

8. From the File main menu, select Save All.

5.2.2 Developing Service Bus Projects in Reference Configuration
Mode

Beginning with Release 12¢ (12.2.1.4), you can create either a Reference
Configuration domain or a Classic domain on the Templates screen in the
Configuration Wizard during installation. A Reference Configuration domain guards
servers from running into out-of-memory, stuck threads, endpoint connectivity, and
database issues. A Reference Configuration domain supports SOA, OSB, and B2B
topologies. The templates in these products include Reference Configuration in their
names, and are the default templates listed in the Configuration Wizard for these
products.

" Notes:

« A Reference Configuration domain does not support BPM or BAM
components.

e There is no specific Reference Configuration template for ESS. However,
ESS can be added to both a Reference Configuration domain and to a
Classic domain.

e The Reference Configuration feature does not apply to MFT domains.

Developing a Service Bus project in Reference Configuration mode means that you
enable Reference Configuration settings in JDeveloper so that new adapters that you
create in the project will have special JCA endpoint properties defined in their source
files. You can modify these properties directly in the Adapter Configuration Wizard for
projects newly created in Release 12c¢ (12.2.1.4). See JCA Endpoint Properties in the
Adapter Configuration Wizard in Understanding Technology Adapters.

To create a Reference Configuration domain, see Selecting the Configuration
Template for Oracle Service Bus in Installing and Configuring Oracle Service Bus. To
configure the domain, see Configuring a Reference Configuration Domain in
Administering Oracle Service Bus.
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< Note:

If you develop Service Bus projects in Reference Configuration mode, Oracle
recommends that you deploy them to a server that is in a Reference Configuration
domain. If a Service Bus project is developed in Classic mode and the server to
which it is deployed is in a Reference Configuration domain, or vice versa,
JDeveloper displays a Mismatch natification in the Deploy Composite Wizard. For
more information, see Deploying Service Bus Applications or Projects in
JDeveloper.

How to Enable Reference Configuration Settings

By default, JDeveloper is in Classic mode. To develop Service Bus projects in Reference
Configuration mode, you must manually enable this feature in JDeveloper:

1. From the Tools menu, select Preferences.
2. Select Reference Configuration Settings.

3. Select Enable Reference Configuration settings in adapters.

5.3 Adding Service Bus Components

Once you create your Service Bus applications and projects, the next step is to add Service
Bus components that implement the business logic or processing rules of your application.

You can use the Components window from the Service Bus Overview Editor to drag and drop
components into the overview editor. Dragging Service Bus components to the editor
launches a corresponding creation wizard where you can create the component and any
associated resources, such as WSDL files and schema definitions. You can also create
components by right-clicking in one of the swimlanes, and then selecting from the available
options for that lane. Once you create the component, the corresponding files are generated
in the project directory structure and appear in the Application Navigator.

5.3.1 How to Launch the Service Bus Overview Editor

ORACLE

The Overview Editor displays a graphical representation of the servicebus.sbovervieuw file.
In the Application Navigator, this file is represented by the node with the same name as the
project.

# Note:

When you open the Overview Editor, Service Bus always tries to synchronize the
diagram to the current state of the project components.

To open the project overview:

* Do one of the following:

— Double-click the node in the Service Bus project with the same name as the project.
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— Right-click the node in the Service Bus project with the same name as the
project and select Open.

5.3.2 How to Add a Pipeline

Add a pipeline to define the message flow and any data transformation, error handling,
and validation for the project. When you create a new pipeline, you have the option to
generate a proxy service from the pipeline configuration.

To add a pipeline:

1.
2.

From the Components window, select Service Bus.

From the Resources list, drag a Pipeline into the Pipelines/Split Joins lane in the
designer.

The Create Pipeline Service wizard appears.
Configure the settings for the pipeline.

For help with the configuration fields, click Help or press F1. For more information
about creating pipelines, see Working with Pipelines in Oracle JDeveloper .

To generate a proxy service to associate with the pipeline, click Expose as a
Proxy Service on the Type page of the wizard. Select a transport for the proxy
service and, optionally, modify the name.

On the last page of the wizard, click Finish.

The pipeline file is added to the project, and the pipeline appears in the Pipelines/
Split Joins section of the designer. If you exposed the pipeline as a proxy service,
the proxy service also appears in the Proxy Services swim lane, and the
components are automatically wired.

To define the message flow in the pipeline, see Working with Pipeline Actions in
Oracle JDeveloper.

Click Save All in the JDeveloper toolbar.

5.3.3 How to Add a Split-Join

Add a split-join to define a message flow that performs concurrent processing to
improve service performance. You can also define data transformations, validations,
error handling, and reporting in a split-join. When you create a new split-join, you have
the option to generate a proxy service from the split-join configuration.

ORACLE

To add a split-join:

1.
2.

From the Components window, select Service Bus.

From the Resources list, drag a SplitJoin into the Pipelines/Split Joins lane in the
designer.

The Create Split-Join Service wizard appears.
Configure the settings for the split-join.

For help with the configuration fields, click Help or press F1. For more information
about creating split-joins, see How to Create a Split-Join in JDeveloper.
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To generate a proxy service to associate with the split-join, click Expose as a Proxy
Service on the Type page of the wizard. Select a transport for the proxy service and,
optionally, modify the name.

On the last page of the wizard, click Finish.

The split-join file is added to the project, and the split-join appears in the Pipelines/Split
Joins section of the designer. If you exposed the split-join as a proxy service, the proxy
service also appears in the Proxy Services swim lane, and the components are
automatically wired.

To define the message flow in the split-join, see Improving Service Performance with
Split-Join.

Click Save All in the JDeveloper toolbar.

5.3.4 How to Create a Proxy Service

A proxy service is the entry point of data into the Service Bus application. There are several
ways to create a proxy service using the Service Bus Overview Editor.

Drag an adapter or transport from the Components window to the Proxy Services lane.
Adapters and transports are under Technology, Applications, and Advanced in the
Components window.

When you create a pipeline or split-join, expose it as a proxy service. This creates the
pipeline or split-join, the proxy service, and the connecting wire between the two. For
more information, see How to Add a Pipeline and How to Add a Split-Join.

After you create a pipeline or split-join, drag the input anchor to the Proxy Services
swimlane to create a new proxy service.

5.3.4.1 Creating a Proxy Service with an Adapter

ORACLE

When you use a JCA adapter to create a proxy service, Service Bus generates a concrete
WSDL file along with a JCA-based proxy service. The WSDL file generated for the JCA
adapter is abstract. The concrete WSDL file has the text "concrete" appended to the file
name.

To create a proxy service with an adapter:

1.

2.

Do one of the following:

* Right-click in the Proxy Services swim lane, point to Insert Adapters, and select the
adapter to use from the list of options.

*  From the Components window, select Service Bus and drag an adapter into the
Proxy Services lane.

Tip:

Adapters are designated by a unique icon in the Technology section of the
Components window.

The creation wizard for the selected adapter appears.

Configure the settings for the adapter.
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For help with the configuration fields, click Help or press F1. For more information
about configuring adapters, see Generic Oracle JCA Adapter Properties in
Understanding Technology Adapters.

On the last page of the wizard, click Finish.

The proxy service, adapter, and associated WSDL files are added to the project,
and the proxy service appears in the Proxy Services section of the designer. The
proxy service is configured for a JCA adapter, and it is named based on the type of
JCA adapter used.

To configure the proxy service, see Configuring Proxy Services and Using the JCA
Transport and JCA Adapters.

Click Save All in the JDeveloper toolbar.

5.3.4.2 Creating a Proxy Service with a Transport

To create a proxy service with a transport:

1.

5.

Do one of the following:

* Right-click in the Proxy Services swim lane, point to Insert Transports, and
select the transport to use from the list of options.

*  From the Components window, select Service Bus and drag a transport into
the Proxy Services lane.

Tip:

Transports are designated by a plain gear icon in the Technology
and Advanced sections of the Components window.

The Create Proxy Service Wizard appears.
Configure the settings for the proxy service.

For help with the configuration fields, click Help or press F1. For more information
about creating proxy services, see How to Create a Proxy Service.

On the last page of the wizard, click Finish.

The proxy service file is added to the project, and the proxy service appears in the
Proxy Services section of the designer.

To configure the proxy service and transport, see Configuring Proxy Services and
Working with JCA Adapters, Transports, and Bindings

Click Save All in the JDeveloper toolbar.

5.3.4.3 Creating a Proxy Service from an Existing Pipeline or Split-Join
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To create a proxy service from an existing pipeline or split-join:

1.

Click the left anchor of the pipeline or split-join and drag it to the Proxy Services
swimlane.

The Create Proxy Service wizard appears.

Configure the settings for the proxy service.
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For help with the configuration fields, click Help or press F1. For more information about
creating proxy services, see How to Create a Proxy Service.

3. On the last page of the wizard, click Finish.

The proxy service file is added to the project, and the proxy service appears in the Proxy
Services section of the designer.

4. To configure the proxy service and transport, see Configuring Proxy Services and
Working with JCA Adapters, Transports, and Bindings

5. Click Save All in the JDeveloper toolbar.

5.3.5 How to Reuse Existing Proxy Services in the Overview

A proxy service can be called as an external service from a pipeline or split-join in the Service
Bus application. You can add a proxy service to reference from the External Services context
menu or from an existing pipeline or split-join. The proxy service to reference must already be
created in the current application. Typically, proxy services are referenced so their logic is not
exposed, and they usually use the local transport.

To add an existing proxy service as a reference:

1. Do one of the following:

e Right-click in the External Services swim lane, point to Choose, and select Proxy
Service.

The Select Proxy Service dialog appears.

e Click the right anchor of a pipeline or split-join, and drag it to the External Services
swimlane.

The Resource Chooser dialog appears.

2. Inthe list of projects, expand the project and any folders containing the proxy service you
want to use.

3. Select the proxy service to use, and then click Finish.

4. Click Save All in the JDeveloper toolbar.

5.3.6 How to Create a Business Service

A business service communicates with the external systems with which you share data. You
can create a business service by dragging either an adapter or a transport from the
Components window to the External Services lane. Adapters and transports are under
Technology, Applications, and Advanced in the Components window.

5.3.6.1 Creating a Business Service with an Adapter
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When you use a JCA adapter to create a business service, Service Bus generates a concrete
WSDL file along with the business service. The WSDL file generated for the JCA adapter is
abstract. The concrete WSDL file has the text "concrete” appended to the file name.

To create a business service with an adapter:

1. Do one of the following:

* Right-click in the External Services swim lane, point to Insert Adapters, and select
the adapter to use from the list of options.
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* From the Components window, select Service Bus and drag an adapter into
the External Services lane in the designer.

Tip:

Adapters are designated by a unique icon in the Technology section
of the Components window.

The creation wizard for the selected adapter appears.
2. Configure the settings for the adapter.

For help with the configuration fields, click Help or press F1. For more information
about configuring adapters, see Generic Oracle JCA Adapter Properties in
Understanding Technology Adapters.

3. On the last page of the wizard, click Finish.

The business service, adapter, and associated WSDL files are added to the
project, and the business service appears in the External Services section of the
designer. The business service is configured for a JCA adapter, and is named
based on the type of JCA adapter used.

4. To configure the business service, see Configuring Business Services and Using
the JCA Transport and JCA Adapters.

5. Click Save All in the JDeveloper toolbar.

5.3.6.2 Creating a Business Service with a Transport
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To create a business service with a transport:

1. Do one of the following:

* Right-click in the External Services swim lane, point to Insert Transports, and
select the transport to use from the list of options.

*  From Components window, select Service Bus and drag a transport into the
External Services lane in the designer.

Tip:

Transports are designated by a plain gear icon in the Technology
and Advanced sections of the Components window.

The Create Business Service Wizard appears.
2. Configure the settings for the business service.

For help with the configuration fields, click Help or press F1.
3. On the last page of the wizard, click Finish.

The business service file is added to the project, and the business service appears
in the External Services section of the designer.

4. To configure the business service and transport, see Configuring Business
Services and Working with JCA Adapters, Transports, and Bindings .
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Click Save All in the JDeveloper toolbar.

5.3.7 How to Reuse EXxisting Business Services in the Overview

If the business service you want to use already exists in the project, you can reference that
business service from the Overview Editor. You can add the business service from the
External Services context menu or from an existing pipeline or split-join. The business service
must already be created in the current application.

To add an existing business service to the overview:

1.

3.
4.

Do one of the following:

e Right-click in the External Services swim lane, point to Choose, and select Business
Service.

The Select Business Service dialog appears.

e Click the right anchor of a pipeline or split-join, and drag it to the External Services
swimlane.

The Resource Chooser dialog appears.

In the list of projects, expand the project and any folders containing the business service
you want to use.

Select the business service to use, and then click Finish.

Click Save All in the JDeveloper toolbar.

5.3.8 How to Invoke Deployed Service Bus and SOA Applications

From your Service Bus applications, you can invoke other Service Bus or SOA applications
that have already been deployed to the Oracle WebLogic Server.
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To invoke deployed Service Bus and SOA applications:

1.

N o g ;@

10.

Launch the Create Business Service or Create Proxy Service wizard by dragging a
transport or adapter to the Proxy Services or External Services swim lane on the Service
Bus Overview Editor.

On the Type page, select WSDL and click the Find existing WSDLs icon.

The Select WSDL dialog appears.

In the list at the top, select Application Server.

Select the Oracle WebLogic Server on which the application is deployed.

Expand the tree to display the Service Bus or SOA application you want to invoke.
Continue expanding the application until the service to invoke is visible.

Select the service and click OK.

The Import Service Bus Resources dialog appears.

Verify the resource and location information, and click Next.

On the Configuration page, make sure the service and any dependent resource (such as
schemas) are selected, and click Finish.

On the Type page of the Create Business/Proxy Service wizard, verify the binding or port
information, and click Next.
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11. Verify the transport and URI information, and click Finish.

For information about creating an application server connection, see Deploying Oracle
Service Bus Services.

5.3.9 What You May Need to Know About Adding Components

Note the following about adding components:

* You can create a component from either the Service Bus Overview Editor or the
Application Navigator menu, which is accessed by right-clicking a project or folder.
Both ways add the component to the overview and add the component's file to the
project.

The following chapters provide instructions for adding components from the
Application Navigator:

Creating and Configuring Proxy Services
Creating and Configuring Business Services
Improving Service Performance with Split-Join

Working with Oracle Service Bus Pipelines

* You can also create Service Bus components from web services deployed to the
runtime and those shared using the Metadata Services (MDS) repository. Use the
Resources window to browse for the web services. For more information, see
Sharing Data Using the Metadata Services Repository.

5.4 Modifying and Deleting Components in the Service Bus
Overview Editor

From the Service Bus Overview Editor, you can rename a component, delete a
component, and access a component's definition editor to update its configuration.

e How to Edit Components from the Service Bus Overview Editor

e How to Rename Components in the Service Bus Overview Editor

e How to Delete Components in the Service Bus Overview Editor

5.4.1 How to Edit Components from the Service Bus Overview Editor

Once you create components in the Overview Editor, additional configuration is
required. You can access a component's definition editor from the Overview Editor in
order to configure specific details about that component.

To edit a Service Bus component:

1. Double-click the component in the Service Bus Overview Editor to display the
appropriate editor or designer, as described in Table 5-6.

ORACLE
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Table 5-6 Starting Service Bus Editors from the Service Bus Overview Editor

- _______________________________________________________________________|
Component Description

Pipeline Double-click a pipeline in the Service Bus Overview Editor to
launch the Pipeline Definition Editor, where you can define data
flow and transformations. This editor provides a graphical format
where you can drag and drop stages, actions, and error handlers
into the message flow.

Split-Join Double-click a split-join in the Service Bus Overview Editor to
launch the Split-Join Definition Editor, where you can define the
data flow and transformations for processing message parts in
parallel. This editor provides a graphical format where you can
drag and drop operations and error handlers into the message
flow.

Proxy Service Double-click a proxy service in the Service Bus Overview Editor to
launch the Proxy Service Definition Editor, where you can further
configure the transport, connectivity information, and security
policies for the proxy service.

Business Service Double-click a business service in the Service Bus Overview Editor
to launch the Business Service Definition Editor, where you can
further configure the transport, connectivity information, and
security policies for the business service.

To edit the JCA Adapter on which a proxy or business service is based, right-click the
proxy or business service in the Overview Editor and select Edit JCA.

The configuration wizard for the associated adapter appears.

To edit the REST Binding on which a proxy or business service is based, right-click the
proxy or business service in the Overview Editor and select Edit REST.

The REST Binding wizard appears.

To return to the Service Bus Overview Editor from the editor for any Service Bus
component, double-click the project_name node in the Application Navigator or single-
click the project_name tab above the designer.

For help with a service component editor, click Help or press F1.

From the File main menu, select Save All.

5.4.2 How to Rename Components in the Service Bus Overview Editor

When you rename a component from the Service Bus Overview Editor, the names of the file
and the corresponding node in the Application Navigator are updated to reflect the change.
Any references to the renamed component are also updated.
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" Note:

When you change a component's name using JDeveloper's refactoring feature, the
same processing occurs.

To rename a Service Bus component:

1.

Right-click the component you want to rename in the Service Bus Overview Editor.
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2. Click Rename.

3. On the Rename dialog, enter a new name for the component in the Rename To
field. Do not change the file extension.

4. If the component is referenced by another component, click Show Usages to view
those references.

5. Click OK to finalize the new name.

6. Inthe JDeveloper toolbar, click Save All.

5.4.3 How to Delete Components in the Service Bus Overview Editor

When a component is deleted, all references pointing to it are invalidated and all wires
are removed. This also deletes the file that defines the component. Associated files,
like WSDL documents or XML schemas, are not deleted.

To delete a Service Bus component:

1. Inthe Service Bus Overview Editor, right-click the component to delete and select
Delete.

The Confirm Delete dialog appears.

2. If the component is used in any projects, click Show Usages to view more
information.

3. To proceed with deleting the component, click Yes.

5.5 Synchronizing the Overview Diagram

You can add and edit Service Bus components from both inside and outside the
Service Bus Overview Editor. Changes made from outside the Overview Editor are
automatically synchronized with the overview diagram when you launch the Overview
Editor. The Overview Editor toolbar gives you options to refresh and update the
diagram, if you suspect the diagram is not displaying properly.

* Refresh Diagram: Synchronizes the composite diagram with the current state of
the project components as stored in the configuration framework.

* Refresh Validation State: Runs a validation check and highlights all the conflict
indicators on the composite nodes. Ared icon with an "x" in the middle indicates a
conflict.

When you close the Service Bus Overview Editor while there are unsaved changes to
project components, a dialog appears with a list of files that must be saved. You can
select which files to save before closing the editor. Any files you do not save revert to
their last saved state when the editor closes. It is always good practice to save your
work frequently to avoid loss of data and to keep project files synchronized.

5.6 Wiring Service Bus Components

You wire (connect) proxy services, pipelines, split-joins, and external services to
indicate the order in which components are called during message processing. These
guidelines apply when wiring Service Bus components.
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* Since a proxy service is an inbound service, the reference handle appears on the right
side. External services are outbound, so the service handle appears on the left side.
Pipelines and split-joins have handles on both sides.

* You can wire a proxy service to any other component or reference type. When you wire
from a proxy service to another component, Service Bus updates the Target Service field
for the proxy service with the new target information.

* You can wire pipelines and split-joins to any other component or reference type. When
you wire from a pipeline or a split-join to another component, Service Bus adds the
component information to the External Services node of the pipeline or split-join.

* A proxy service can only post to one component or reference, so each proxy service can
only have one outbound wire.

» If the source and destination services you are wiring have incompatible binding types,
you cannot wire the components. This validation is based on the currently saved state.

5.6.1 How to Wire Service Bus Components
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You can wire a proxy service to a pipeline, split-join, or external service. You can wire
pipelines and split-joins to each other and to an external service. For example, you can wire a
proxy service to a pipeline, wire that pipeline to a split-join, and then wire the split-join to a
business service.

To wire Service Bus components:

1. Click the handle on the component to wire from, and then drag a wire to the component
to wire to.

Tip:

When you drag the wire, make sure to drag into the receiving handle on the
component. Otherwise, the wire might not be created.

2. Select Save All from the File main menu.
3. To verify the target service for a proxy service, do the following:
a. Double-click the proxy service.

b. Verify that the wired component appears in the Target Service field on the General
tab.

4. To verify the external services for a pipeline, do the following:
a. Double-click the pipeline.
b. In the Pipeline Definition Editor, click the left-arrow button next to the root node.
c. Expand External Services.
The wired proxy services appear in the list.
5. To verify the external services for a split-join, do the following:
a. Double-click the split-join.
b. In the Split-Join Definition Editor, click the left-arrow button next to the root node.

c. Expand External Services.
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The wired business services appear in the list.

5.6.2 How to Delete Wires Between Services

When you delete wires, any linking information is cleaned up and removed as well.

*  When you remove a wire from a proxy service to a pipeline, split-join, or business
service, Service Bus removes the service information from the Target Service field
for the proxy service.

*  When you remove a wire from a pipeline or a split-join to another component,
Service Bus removes the component information from the External Services node
of the pipeline or split-join.

*  When an activity in a component is linked with a deleted link, validating that
component reports the error so you can explicitly correct it. Service Bus does not
perform automatic corrections for this when you delete a wire.

To delete wires between services:
1. Right-click the wire to remove and click Delete.

2. On the Confirm Delete dialog, click Yes.

5.7 Attaching Security Policies to Service Bus Components

As you create your Service Bus components in the Service Bus Overview Editor, you
can secure services by attaching security policies to proxy and business services.
Security can also be defined at the message and transport levels for certain services.

For more information about implementing policies, see Securing Business and Proxy
Services.

To attach a security policy to a proxy or business service:

1. Inthe Service Bus Overview Editor, right-click the proxy or business service to
which you want to add security.

2. Select Configure OSB WS Policies.
The editor for the selected service appears with the Policies tab displayed.
3. Attach policies as described in Attaching and Configuring Policies in JDeveloper.

4. When you are done, click Save in the JDeveloper toolbar.

5.8 Testing Service Bus Components in the Overview Editor
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You can access the Run and Debug features of JDeveloper directly from the Service
Bus Overview Editor to test and debug the components you create.

Selecting Run or Debug for a component in the editor launches the Service Bus Test
Console, where you can enter your test input and configure more options for testing.
Debugging lets you set breakpoints in pipelines and split-joins so you can step through
the message flow and test it in manageable sections.
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5.8.1 How to Test a Service Bus Component

Access the Test Console directly from the Overview Editor to test Service Bus components.

To test a Service Bus component:

1.

In the Service Bus Overview Editor, right-click the component to test, and select Run.

The component to test can be a proxy service, business service, pipeline, or split-join.
The Test Console appears in a web browser.

Enter the input in the Test Console, and then click Execute.

For information about setting properties in the Test Console, see Test Console Page
Reference for Services.

When you are done testing, click Terminate in the JDeveloper toolbar and select the
name of the running process.

5.8.2 How to Debug a Service Bus Component

Use JDeveloper's debug feature to set breakpoints in pipelines and split-joins and test them
in the Test Console.

To debug a Service Bus pipeline or split-join:

1.

Set the breakpoints for the pipeline or split-join, as described in How to Set Breakpoints
on Service Bus Components.

In the Service Bus Overview Editor, right-click the pipeline or split-join to debug, and
select Debug.

The Test Console appears in a web browser.
Enter the input in the Test Console, and then click Execute.

For information about setting properties in the Test Console, see Test Console Page
Reference for Services.

When you are done testing, click Terminate in the JDeveloper toolbar and select the
name of the debugging process.

5.9 Deploying a Service Bus Application

To deploy a Service Bus application from JDeveloper, the instance of JDeveloper must have
a connection to an Oracle WebLogic Server. You can also export Service Bus projects, import
them into the Oracle Service Bus Console, and activate the projects from the console.

For more information about deploying Service Bus applications, see Deploying Oracle
Service Bus Services.

ORACLE
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This part describes the primary resources that you can create and use in Service Bus
projects, and provides instructions for creating and maintaining those resources.

This part includes the following chapters:

*  Creating and Configuring Project Resources

*  Creating and Configuring System Resources
e Creating and Configuring Proxy Services

*  Creating and Configuring Business Services

* Improving Service Performance with Split-Join
e Working with WSDL Documents

Information about pipelines is provided in a separate part, Working with Oracle Service Bus
Pipelines.



Creating and Configuring Project Resources

This chapter provides information about project resources you can create to support your
Service Bus services, and provides links to additional resources. Project resources can be
shared and re-used among services throughout a session. Local resource include things like
authentication accounts, JAR files, MQ connections, email or JMS alert destinations,
mappings, and so on. Several of these resources can be referenced from proxy and business
services, and need to be created before you can configure the proxy or business services
that use them.

This chapter includes the following topics:

e Introduction to Service Bus Project Resources

*  Working with Service Accounts

»  Working with Service Key Providers

e Working with Alert Destinations

e Working with XML Schemas

e Working with XML Documents

e Working with JAR Files

The following topics provide information and instructions for additional local resource types:
e Working with WSDL Documents

*  WADL Documents for REST Services in Service Bus

*  Transforming Data with XQuery

e Transforming Data with XSLT

*  Mapping Data with Cross-References

e Mapping Data with Domain Value Maps

» Defining Data Structures with Message Format Language
*  Working with JCA Binding Resources

e Working with JavaScript Resources

*  Working with MQ Connections

»  "Configuring Throttling for a Group of Business Services" in Administering Oracle Service
Bus

6.1 Introduction to Service Bus Project Resources
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Service Bus project resources refer to those resources that can be referenced by several
components within an application or session. They are also known as local resources.

Project resources include things like service accounts, which define authentication
information for remote servers; XML documents and schemas; JAR files; XSLT and XQuery
mappings; WSDL and WADL files; and so on. Certain Service Bus components require
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access to specific project resources, and those project resources must be created
before you can create the components that rely on them. For example, if you create a
proxy service with an email transport, you must first create the service account that
defines the login information for the email server. To create an MQ proxy or business
service, you must first create the MQ connection resource.

6.1.1 Project Resources and Sessions in the Oracle Service Bus
Console

When you create, modify, or delete project resources in the Oracle Service Bus
Console, you must be in an active session. If you discard the session, any project
resources your created and the associated data are also discarded. When you activate
a session after creating or modifying resources, Service Bus makes that information
available to the runtime.

6.2 Working with Service Accounts

A service account provides a user name and password that proxy services and
business services use for outbound authentication or authentication to a local or
remote resource, such as an FTP server or a JMS server. The user names and
passwords that you define for Service Bus access are used for inbound authentication
and for authenticating administrative requests.

For example, if a business service is required to supply a user name and password for
transport-level authentication with a web service, you create a service account that
specifies the user name and password. You then configure the business service to
include the service account credentials in its outbound requests.

6.2.1 Service Account Authentication Types

You can use the same service account for multiple business services and proxy
services. To specify the user name and password that a service account provides, you
can define any of the following types:

e Static
e User Name and Password Pass-Through

e User Mapping Authentication

6.2.1.1 Static

With a static type of authentication, you save a user name and password with the
service account configuration. The service account encodes this user name and
password in the outbound request. Use this type of authentication when the login
information does not need to change for different messages.

6.2.1.2 User Name and Password Pass-Through

A pass-through service account provides the user names and passwords that it
receives from incoming client requests. For example, if an inbound HTTP basic
request contains pat and patspassword as the user name and password, the service
account encodes pat and patspassword in the outbound request.
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Because this type requires that client requests include clear-text user names and passwords,
it is applicable only for client requests that use either the HTTP basic protocol, a Web
Services Security Username Token authentication with a clear-text password, or a custom
user name and password token.

Oracle recommends that you use this technique only when Service Bus and the endpoint
belong to the same authentication domain. For example, use this technique when you are
routing messages within a single organization and both Service Bus and the message
consumer authenticate against a common LDAP server.

The following restrictions apply to this technique:

* It cannot be used in outbound requests that authenticate Service Bus to a local or remote
server or system resource, such as an FTP server or a JMS server.

e It cannot be used with the fn-bea: lookupBasicCredentials XQuery function. For more
information, see Service Bus XQuery Functions.

# Note:

If your proxy is an active WSS intermediary, you can use WS-Security to
encrypt a WS-Security Username Token or custom user name and password.

In this instance, user name and password pass-through works because the
proxy first decrypts the request and then has access to the clear-text user name
and password.

6.2.1.3 User Mapping Authentication

A service account that uses mapping authentication maps the user name from one or more
authenticated clients to user names and passwords that you specify. The mapping
authentication type requires you to correlate (map) the user name obtained by authenticating
an inbound request from a client (the local user name) to a user name and password that you
specify (the remote user name and password). When the service account receives a request
from an authenticated client that has been mapped, it provides the appropriate remote user
name and password for the business service or proxy service outbound request.

If the client authenticates at both the transport level and message level, the service account
maps the message level user name to the remote user name and password. You can also
map an anonymous user name to a remote user name and password.

The following restrictions apply to mapping authentication:

* It cannot be used in outbound requests that authenticate Service Bus to a local or remote
server or system resource, such as an FTP server or a JMS server.

e It cannot be used with the fn-bea: lookupBasicCredentials XQuery function. For more
information, see Service Bus XQuery Functions.

6.2.2 How to Create Service Accounts

ORACLE

Use service accounts to provide authentication information to proxy and business services for
outbound authentication or for resource authentication, such as FTP and JMS servers.
Service accounts can define authentication information in the following ways:

* Providing a static user name and password.
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» Passing the incoming user name and password through to the server.

*  Mapping the incoming user name and password to a user name and password
you specify.
For more information about these authentication types, see Service Account

Authentication Types. For more information about service account properties, see the
online help provided with Service Bus.

6.2.2.1 Creating a Service Account that Passes Though Authentication

Information

To create a service account that passes through authentication information:

1. Do one of the following:

*  For JDeveloper: In the Application Navigator, right-click the project or folder to
contain the new service account, point to New, and select Service Account.

*  For Oracle Service Bus Console: In the Project Navigator, right-click the
project or folder to contain the new service account, point to Create, and
select Resource. Click Security, click Service Account, and then click OK.

2. Enter a unique name for this service account, and an optional description.
3. Click Create or Finish.

The Service Account Definition Editor appears. By default, the type is Pass
Through.

4. Click Save.

The service account is created and saved in the current session.

6.2.2.2 Creating a Service Account with a Static Password

ORACLE

To create a service account with a static password:

1. Create a service account, as described above.

2. On the Service Account Definition Editor, select Static for the type.

Tip:

If you are working in the Oracle Service Bus Console, you can also
select Static for the type on the Create Service Account dialog when you
first create the resource.

User name and password fields appear in the editor.

3. Enter the user name and password, and then confirm the password you entered.
To encrypt these credentials, see the steps below.

4. In the toolbar, click Save.

How to Enable Encryption of Service Account Credentials

These settings are available in 12c¢ (12.2.1.4) only if you have installed patch
32467052. Sign in to My Oracle Support and search for the patch number to locate
and download the patch.
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By default, the user name and password for a service account are not encrypted. If you want
to encrypt these credentials, you must manually enable encryption in JDeveloper before you
create the service account:

1. From the Tools menu, select Preferences.

2. Select ServiceBus Service Account.

3. Select Enable encryption on service account user credentials.

" Note:

The encryption of service account credentials is machine-specific. This means that
in a development environment where multiple developers on different machines
work on the same project using source control, they will not have access to the
service account as one machine cannot decrypt credentials encrypted on another
machine. To share projects that include encrypted service account credentials
across machines, you can use JDeveloper to export and import Service Bus
projects. During export, JDeveloper decrypts the service account credentials,
allowing the project to be successfully imported using JDeveloper on a different
machine. See Importing and Exporting Resources in JDeveloper.

6.2.2.3 Creating a Service Account that Maps Incoming Passwords

ORACLE

To create a service account that maps incoming passwords:

1. Create a service account, as described above.

2. On the Service Account Definition Editor, select Mapping for the type.

Tip:

If you are working in the Oracle Service Bus Console, you can also select
Mapping for the type on the Create Service Account dialog when you first
create the resource.

Mapping tables appear in the editor.

3. In the Remote Users table, do the following:

a.

b.

C.

d.

Click the Add icon above the table.

In the new row that appears, enter the user name and password that you want to
send in outbound requests.

Repeat the above steps for each remote user to add.

To remove a remote user, select the row in the table and click the Delete icon.

4. To map remote users to local users, do the following in the Local Users table:

a.

b.

Click the Add icon above the table.

In the Local User Name column, enter the name that identifies a client that has been
authenticated on its inbound request.
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c. From the Remote User Name list of options, select the user name to send in
outbound requests for the authenticated user you specified in the Local User
Name field.

The list of options is populated from the values you created in the Remote
Users table.

d. Repeat the above steps for each local user to add.

" Note:

If you have not already added these users in Fusion Middleware
Control, do so before you use this mapping in a runtime
environment. Otherwise, the mapping will never match an
authenticated user and will never be used. For more information
about adding users, see "Creating Oracle Service Bus Users" in
Administering Oracle Service Bus.

e. Toremove a local user, select the row in the table and click the Delete icon.

To map anonymous requests to a specific remote user account, select Map
Anonymous Requests to Remote User, and then select the user name from the
list of options.

This list of options is also populated from the values you created in the Remote
Users table.

In the toolbar, click Save.

6.2.3 How to Edit Service Accounts

Once you create a service account you can modify its description and authentication
type, including updating static login credentials, and adding and removing remote and
local users for mapped authentication.

ORACLE

To edit a service account:

1.

In the Application Navigator or Project Navigator, expand the project and folders
containing the service account to edit.

Right-click the service account name, and select Open.
Make any of the following changes:
*  Update the description.

»  Change the authentication type. Make sure to reconfigure the authentication
information, as described in How to Create Service Accounts.

*  For mapped authentication types: Add or remove remote and local users,
modify remote user passwords, modify local user mappings, and update
anonymous user mappings.

For more information about these tasks, see Creating a Service Account that
Maps Incoming Passwords and the online help.

You cannot change the service account name.

When you are done making changes, click Save.
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5. If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

# Note:

If the service account that you modified authenticates with a WebLogic JIMS
server, the JMS server might not recognize your modification for up to 60
seconds. By default, WebLogic Server JMS checks permissions for each
destination every 60 seconds. To change this behavior, modify the WebLogic
Server startup command by setting the following system property to the
frequency (in seconds) that you want WebLogic Server JMS to check
permissions: weblogic. jms.securityChecklInterval.

A value of 0 (zero) for this property ensures that a permissions check is
performed for every send, receive, and getEnumeration action on a JMS
resource.

6.2.4 How to Delete Service Accounts

When you delete a service account, the user name, password, or local-user to remote-user
mapping data that the service account defines are also deleted. You can delete the service
account even if it is referenced by other resources, though this might result in conflicts due to
unresolved references to the deleted resource.

Before you Begin:

If any business service or proxy service is configured to use the service account, remove the
service account from the business service or proxy service. In the Oracle Service Bus
Console, open the service account in the Service Account Definition Editor and click the
Tools icon in the upper right, and then select References to find out whether any services
are using it. In JDeveloper, right-click the service account and select Explore Dependencies.

To delete a service account:

1. Inthe Application Navigator or Project Navigator, expand the project and folders
containing the service account to delete.

2. Right-click the service account, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of references for
the service account. Click Show Usages to view information about the references, and
then click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

6.3 Working with Service Key Providers

ORACLE

A service key provider contains Public Key Infrastructure (PKI) credentials that proxy services
use for decrypting inbound SOAP messages and for outbound authentication and digital
signatures.

A PKI credential is a private key paired with a certificate that can be used for digital
signatures and encryption (for Web Services Security) and for outbound SSL authentication.
The certificate contains the public key that corresponds to the private key.
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< Note:

e To use a service key provider, you must configure a PKI credential
mapping provider. For information on configuration, see Configuring the
Oracle WebLogic Security Framework: Main Steps.

< In earlier versions of Service Bus, service key providers were called
proxy service providers.

A single service key provider can contain all the following PKI credentials:
* A key-pair for digital encryption.

Proxy services use this key-pair to decrypt inbound SOAP messages that have
been encrypted to conform with a Web Services Policy statement. For the service
key provider to support digital encryption, the key store that is associated with the
PKI credential mapper must contain at least one X.509 certificate that supports
encryption.

* A key-pair for digital signatures.

Proxy services use this key-pair when its endpoint is a web service and the web
service requires clients to sign one or more parts of a SOAP envelope.

* A key-pair for SSL client authentication (two-way SSL).

Proxy services use this key-pair to authenticate when acting as a client during an
outbound TLS/SSL (Secure Sockets Layer) connection. For example, when
routing a message to an HTTPS business service or proxy service that requires
client certificate authentication.

You can use the same service key provider for multiple proxy services.

6.3.1 How to Create Service Key Providers

ORACLE

When you associate an encryption key service key provider with a proxy service,
Service Bus embeds the X.509 certificate into the proxy service's WSDL file. The
proxy service then uses this certificate to encrypt the messages that it sends to its
endpoint. The proxy service uses the private key in the PKI credential to decrypt the
messages that the endpoint returns.

To create a service key provider:

1. Do one of the following:

e For JDeveloper: In the Application Navigator, right-click the project or folder to
contain the new service key provider, point to New, and select Service Key
Provider.

e For Oracle Service Bus Console: In the Project Navigator, right-click the
project or folder to contain the new service key provider, point to Create, and
select Resource. Click Security, then click Service Key Provider, and then
click OK.

2. Enter a unigue name for this service key provider, and an optional description.
3. Click Create or Finish.

The Service Key Provider Definition Editor appears.
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To configure an encryption key, do the following:
a. Nextto Encryption Key, click the Browse icon.

The Select an alias for Encryption Key window displays the key aliases from the key
store that your realm's PKI credential mapper uses.

b. Enter the password you use to secure access to the key store. (You set this
password when you create the keystore.)

c. Select a key alias that maps to an X.509 certificate and that supports encryption.
d. Click Submit.

To configure a digital signature key, do the following:

a. Next to Digital Signature Key, click the Browse icon.

The Select an alias for Digital Signature Key window displays the key aliases from
the key store that your realm's PKI credential mapper uses.

b. Enter the password you use to secure access to the key store. (You set this
password when you create the keystore.)

c. Select a key alias.

d. Click Submit.

To configure an SSL client authentication key for two-way SSL, do the following:
a. Nextto SSL Client Authentication Key, click the Browse icon.

The Select an alias for SSL Client Authentication Key window displays the key
aliases from the key store that your realm's PKI credential mapper uses.

b. Enter the password you use to secure access to the key store. (You set the password
when you create the keystore.)

c. Select a key alias.
d. Click Submit.
In the toolbar, click Save.

If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

6.3.2 How to Edit Service Key Providers

Once you create a service key provider, you can reconfigure the key information.

ORACLE

To edit a service key provider:

1.

In the Application Navigator or Project Navigator, expand the project and folders
containing the service key provider to edit.

Right-click the service account name, and select Open.

To make a change to the fields, click the icons to the right of the fields to select, remove,
or edit a key.

For information about the fields you can edit, see How to Create Service Key Providers
and the online help provided with Service Bus.

When you are done making changes, click Save in the toolbar.
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5. If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

6.3.3 How to Delete Service Key Providers

When you delete a service key provider, Service Bus also deletes the associated alias
to key-pair bindings from the PKI credential mapping provider. Service Bus does not
delete the associated key-certificate pair from the key store. You can delete the service
key provider even if it is referenced by other resources, though this might result in
conflicts due to unresolved references to the deleted resource.

Before you Begin:

If any proxy service is configured to use the service key provider, remove the service
key provider from the proxy service. In the Oracle Service Bus Console, open the
service key provider in the Service Key Provider Definition Editor and click the Tools
icon in the upper right, and then select References to find out if it has any references.
In JDeveloper, right-click the service key provider and select Explore Dependencies.

To delete a service key provider:

1. Inthe Application Navigator or Project Navigator, expand the project and folders
containing the service key provider to delete.

2. Right-click the name of the service key provider, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of
references for the service key provider. Click Show Usages to view information
about the references, and then click Yes to confirm that you want to delete the
resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

6.4 Working with Alert Destinations

An alert destination resource defines a list of recipients that can receive alert
notifications from Service Bus.

You can configure each alert destination resource to include a set of recipients
according to a given context and then associate the resource with the alerts you
define. Alert destinations give you the flexibility to specify whether alerts are sent to
SNMP traps, collected for reporting, logged to the alert log of the local server , or sent
to e-mail recipients or JMS destinations.

When you configure an Alert action in a pipeline, or an SLA alert rule for a service, the
configuration includes specifying an alert destination, which defines who receives
alerts when they are generated. For email and JMS destinations, a destination
resource can include a list of email addresses or JMS URIs, respectively. You can
reuse alert destinations across alert configurations.

6.4.1 Alert Destination Types

For each alert destination, you can specify that the alerts be sent to multiple types of
destinations, as described in the following sections.

e Emall

ORACLE 6-10



6.4.1.1 Emall

Chapter 6
Working with Alert Destinations

e SNMP Traps
* Reporting

e Alert Logging
e JMS

Alert notifications can be sent to multiple emails addresses. To configure an email alert
destination, you need an SMTP server global resource or a JavaMail session in Oracle
WebLogic Server. When an alert is delivered, email metadata consisting of the details about
the alert is prefixed to the details of the payload. For information about SMTP server
resources, see Working with SMTP Server Resources. For information about configuring
JavaMail sessions, see Configure Access to JavaMail in the Oracle WebLogic Server
Administration Console Online Help.

6.4.1.2 SNMP Traps

Simple Network Management Protocol (SNMP) traps allow any third-party software to
monitor service level agreements within Service Bus. With SNMP notifications enabled, Web
Services Management (WSM) and Enterprise Service Management (ESM) tools can monitor
SLA violations and pipeline alerts.

SNMP is an application-layer protocol which allows the exchange of information on the
management of a resource across a network. It enables you to monitor a resource and, if
required, take some action based on the data obtained from the resource. Service Bus
supports SNMP version 1 and 2. SNMP includes the following components:

e Managed Resource

e Management Information Base (MIB)
«  SNMP Agent

e SNMP Manager

e Network Management System (NMS)

6.4.1.3 Reporting

The Reporting destination lets you send notifications of pipeline alerts and SLA alerts to a
custom reporting provider that can be developed using the reporting APIs provided with
Service Bus. This allows third parties to receive and process alerts in custom Java code.

6.4.1.4 Alert Logging

6.4.1.5 IMS

ORACLE

Each alert destination lets you configure whether or not the alerts sent to that destination are
logged. Logged alerts are sent to the local alert log. Each Service Bus server has its own
alert log. In a cluster, the Admin Server collects the alert logs from all Managed Servers and
aggregates the alerts for logging.

Alert notifications can be sent to one or more Java Messaging Service (JMS) queues or
topics. You must configure a JNDI URL for the JMS destination for alerts, create a JMS
connection factory and a queue or topic, and target them to the appropriate JMS server in the
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Oracle WebLogic Server Administration Console. For information, see Methods for
Configuring JMS System Resources in Administering JMS Resources for Oracle
WebLogic Server. When you define the JMS alert destination you can either use a
destination queue or a destination topic. The message type can be bytes or text. For
more information about how to configure JMS alert destinations see How to Define
JMS Recipients for an Alert Destination.

6.4.2 How To Create Alert Destinations

Alerts are aggregated at runtime, and you can view them on the Service Bus
Dashboard in Fusion Middleware Control.

To create an alert destination:

1. Do one of the following:

e For JDeveloper: In the Application Navigator, right-click the project or folder to
contain the new alert destination, point to New, and select Alert Destination.

e For Oracle Service Bus Console: In the Project Navigator, right-click the
project or folder to contain the new alert destination, point to Create, and
select Resource. Click Miscellaneous, then click Alert Destination, and then
click OK.

2. Enter a unique name for this alert destination, and an optional description.
3. Click Create or Finish.
The Alert Destination Definition Editor appears.

4. Select any of the following destinations to include them in this alert destination
resource. In JDeveloper, select Yes to select a destination type.

e SNMP Trap: Alerts are sent as SNMP traps, and can be processed by any
third-party enterprise monitoring systems.

* Reporting: Alerts are sent to the Service Bus reporting module and can be
captured using a custom reporting provider developed using the reporting
APIs provided with Service Bus. This allows third-parties to receive and
process alerts in custom Java code.

» Alert Logging: Alerts sent to this alert destination are logged to the alert log.

5. To add email recipients to the alert destination resource definition, see How to
Define Email Recipients for an Alert Destination.

6. To add JMS destinations to the alert destination resource definition, see How to
Define JMS Recipients for an Alert Destination.

7. Click Save.

6.4.3 How to Define Email Recipients for an Alert Destination

ORACLE

Before you add an email destination, you must configure an SMTP server (see How to
Create SMTP Server Resources), or a JavaMail session in WebLogic Server. If there
are no SMTP server resources or JavaMail sessions available, configured, you cannot
configure an email recipient.

To add or update email recipients in an alert destination:

1. Create an alert destination, as described in How To Create Alert Destinations.
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Above the email Recipients table, click Add.

In JDeveloper, email configuration fields appear in the bottom of the page. In the Oracle
Service Bus Console, the Add email Recipients dialog appears.

In the Mail Recipients field, enter an email recipient in the format
mai lto:username@hostname.

To specify multiple email recipients, enter the user names and hostnames in a comma-
separated list. For example, mai lto:username@hostname[ ,username_l@hostname 1]...
[,username_n@hostname_n]

Only the first mail recipient needs to be prefixed with the text "mailto:".
To send messages over secure sockets layer (SSL), select SSL Required.
Do only one of the following:

* Touse an SMTP server for outgoing mail, click in the SMTP Server field and select
the name of the SMTP server to use.

* To use a Java Mail session, click in the Mail Session field and select an available
mail session.

In the From Name field, enter the sender's name for the alert notification.
In the From Address field, enter the sender's email address.

This field is required if a value for From Name is specified.

In the Reply To Name field, enter a name to which replies are addressed.

In the Reply To Address field, enter an email address to which replies are sent. This
field is required if a value for Reply To Name is specified.

In the Connection Timeout field, enter the number of milliseconds a connection must
wait for a response from the server before timing out.

In the Socket I/O Timeout field, enter the number of milliseconds for a socket I/0O timeout
when waiting for a response from the server.

In the Request Encoding field, enter a character set encoding value.
The default encoding value is is0-8859-1.
If you are using Oracle Service Bus Console, click OK to close the dialog.

To make changes to an email recipient, select that row in the table and click Edit to the
upper right of the table. Modify any of the above fields.

To delete an email recipient, select that row in the table and click Delete to the upper
right of the table.

Click Save.

6.4.4 How to Define JMS Recipients for an Alert Destination

While WebLogic Server allows forward slashes in INDI names, such as "myqueues/
myqueue”, JNDI names with forward slashes interfere with the URI format required by
Service Bus, and you cannot use those names. To work around this issue, define a IMS
foreign server and reference that foreign server in the URI. For more information, see
Configure Foreign Servers in the Oracle WebLogic Server Administration Console Online
Help.

ORACLE

To add or update JMS destinations in an alert destination:
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Create an alert destination, as described in How To Create Alert Destinations.
Above the JMS Destinations table, click Add.

In JDeveloper, JMS configuration fields appear in the bottom of the page. In the
Oracle Service Bus Console, the Add JMS Destination dialog appears.

In the Destination URI field, enter a JMS destination URI in the format jms://
host:port/factoryJndiName/destIndiName.

In the Destination Type field, select Queue or Topic.

In the Message Type field, select Bytes or Text.

In the Request Encoding field, enter a character set encoding value.
The default encoding value is UTF-8.

If you are using Oracle Service Bus Console, click OK to close the dialog.

To make changes to a JMS destination, select that row in the table and click Edit
to the upper right of the table. Modify any of the above fields.

To delete a JMS destination, select that row in the table and click Delete to the
upper right of the table.

10. Click Save.

6.4.5 How to Edit Alert Destinations

Once you create an alert destination you can maodify its description, and add, update,
or remove email recipients and JMS destinations.

To edit an alert destination:

1.

In the Application Navigator or Project Navigator, expand the project and folders
containing the alert destination to edit.

Right-click the alert destination name, and select Open.
Modify the description or any of the configuration details:

» To change the type of destinations to which alerts are sent, select or deselect
any of the following types: SNMP Trap, Reporting, and Alert Logging.

In JDeveloper, select Yes to select a type and select No to deselect it.

e To add, update, or delete email recipients, see How to Define Email Recipients
for an Alert Destination.

e To add, update, or delete JMS destinations, see How to Define JMS
Recipients for an Alert Destination.

When you are done making changes, click Save.

If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

6.4.6 How to Delete Alert Destinations

ORACLE

When you delete alert destinations, you need to update any alert actions or rules that

reference the resource. To delete specific email recipients or JMS destinations from an
alert destination, see How to Define Email Recipients for an Alert Destination or How
to Define JMS Recipients for an Alert Destination.
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Before you Begin:

If the alert destination has any references, remove them before deleting it. In the Oracle
Service Bus Console, open the alert destination in the Alert Destination Definition Editor and
click the Tools icon in the upper right, and then select References to find out whether there
are any references. In JDeveloper, right-click the alert destination and select Explore
Dependencies.

To delete an alert destination:

1. Inthe Application Navigator or Project Navigator, expand the project and folders
containing the alert destination to delete.

2. Right-click the alert destination, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of references for
the alert destination. Click Show Usages to view information about the references, and
then click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

6.4.7 Working with SNMP

SNMP is an application-layer protocol that allows the exchange of information on the
management of a resource across a network. SNMP lets you to monitor a resource and, if
required, take an action based on the data obtained from the resource. For more information
about SNMP, see Monitoring Oracle WebLogic Server with SNMP.

6.4.7.1 Guidelines for Working with SNMP Agents for Service Bus

ORACLE

You can create and target SNMP agents in an existing Oracle WebLogic domain to trap
SNMP messages generated by Service Bus. For instructions on creating and targeting SNMP
agents, see the following topics in the Oracle WebLogic Server Administration Console
Online Help:

* Create SNMP agents
* Target SNMP agents
» Create trap destinations

You can create SNMP agents that are either domain-scoped or server-scoped. Domain-
scoped agents, which are targeted to the domain rather than to an individual server, are for
backward compatibility and are being deprecated. Oracle recommends that you create
server-scoped agents.

When creating and targeting an SNMP server-scoped agent for Service Bus, use the
following guidelines:

» Targeting the Agent: When targeting an SNMP agent to Service Bus, target only the
Service Bus Admin Server. Only agents targeted to the Admin Server receive alerts from
Service Bus. Agents targeted to Managed Servers do not receive SNMP messages.

* Creating a Trap Destination: Enter the following settings for the destination:
— Name: alsbDestination-0

— Community: weblogic
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— Host and Port: Set the values to point to the host and port where the SNMP
manager is listening for these alerts, such as localhost and 163.

6.4.7.2 How to Start Listening for Traps

You can run a command-line utility to listen for the traps generated within Service Bus.
To start listening for traps:

1. In a command window, change directories to W._ORACLE_HOVE/server/bin, and
run the following command:

setWLSEnv.cmd(.sh)

2. Run the following Java command to start the WebLogic Server SNMP command
line utility, which listens for traps and prints them on the server console (using 163
as the listen port for traps):

java weblogic.diagnostics.snmp.cmdline.Manager SnmpTrapMonitor -p 163

From then on, the generated traps should reach the running command line utility.

" Note:

On Solaris, port numbers 0 to 1023 are reserved for root login. If you
want to use ports 161 and 163 (as used in this procedure), you may
have to start the server and command line utility using root login. To
avoid this problem, and to avoid using the root login, specify port
numbers above 1023 for both the SNMP agent and the SNMP manager
command.

6.5 Working with XML Schemas

Schemas describe types for primitive or structured data. XML schemas are an XML
vocabulary that describes the rules XML business data must follow. XML schemas
specify the structure of documents, and the data type of each element and attribute
contained in the document.

You use XML schemas as references for WSDL resources and to validate an element
specified with an XPath expression in a pipeline. For more information, see Adding
Validate Actions in the Console.

6.5.1 How to Create XML Schemas

ORACLE

XML schemas are a standard feature in JDeveloper. For information about the editors
and tools you use to create XML schemas, see Developing Applications Using XML in
Developing Applications with Oracle JDeveloper.

If you are using the Oracle Service Bus Console, you can create XML schemas by
importing them or by creating an XML schema resource. For more information on
importing, see Importing and Exporting Resources and Configurations . Use the
following procedure to manually create XML schema resources.

To create an XML schema in the Oracle Service Bus Console:
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1. Inthe Project Navigator, right-click the project or folder to contain the new XML schema,
point to Create, and select Resource. Click Interfaces, then click Schema, and then
click OK.

The Create Schema dialog appears.
2. Do one of the following:

» To create the resource from an existing schema file, click Browse next to the File
Upload field and then navigate to and select the file to use.

The Resource Name field is automatically populated with the file name minus the file
extension. You can change this name.

* To create a new XML schema, enter a unique name for the XML schema resource.
3. Optionally, enter a brief description of the resource.
4. Click Create.

The XML schema elements, if defined, appear in the Schema Definition Editor.
5. To modify the schema, do the following:

a. Click Edit Source in the toolbar.

The Edit Source dialog appears.
b. To browse to and select a new schema file to upload, click Browse.

c. To modify the contents of the file, update the code directly in the Contents section of
the dialog.

d. Click Save.
6. Inthe Schema Definition Editor toolbar, click Save.

7. To end the session and deploy the configuration to the runtime, click Activate.

6.5.2 How to Edit XML Schemas

ORACLE

XML schemas are a standard feature in JDeveloper. For information about editing XML
schemas, see Developing Applications Using XML in Developing Applications with Oracle
JDeveloper.

If you are using the Oracle Service Bus Console, use the following procedure to edit XML
schemas.

To edit an XML schema in the Oracle Service Bus Console:

1. Inthe Project Navigator, expand the project and folders containing the XML schema to
edit.

2. Right-click the XML schema name, and select Open.
3. Click Edit Source in the toolbar.
The Edit Source dialog appears.
4. To browse to and select a new XML schema file to upload, click Browse.

5. To modify the contents of the file, update the code directly in the Contents section of the
dialog.

6. Click Save.

7. In the Schema Definition Editor toolbar, click Save.
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8. To end the session and deploy the configuration to the runtime, click Activate.

6.5.3 How to Delete XML Schemas

If any resources reference the XML schema you want to delete, remove those
references before deleting the XML schema. In the Oracle Service Bus Console, open
the XML schema in the Schema Definition Editor and click the Tools icon in the upper
right, and then select References to find out if it has any references. In JDeveloper,
right-click the XML schema and select Explore Dependencies.

You can delete the XML schema even if it is referenced by other resources, though
this might result in conflicts due to unresolved references to the deleted resource.

To delete an XML schema:

1. Inthe Application Navigator or Project Navigator, expand the project and folders
containing the XML schema to delete.

2. Right-click the name of the schema, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of
references for the schema. Click Show Usages to view information about the
references, and then click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

6.6 Working with XML Documents

XML document resources store XML files for use in proxy or business service
configurations.

For example, you can create XML document resources for TopLink mapping files
needed in JCA proxy or business services that communicate with JCA-compliant
systems.

For more information about JCA services, see Using the JCA Transport and JCA
Adapters.

6.6.1 How to Create XML Documents

ORACLE

XML documents are a standard feature in JDeveloper. For information about the
editors and tools you use to create XML files, see Developing Applications Using XML
in Developing Applications with Oracle JDeveloper.

If you are using the Oracle Service Bus Console, the easiest way to create XML
documents is to use the import feature. For example, if you import JCA resources
(JCA file, associated WSDL file, and TopLink mapping file), Service Bus automatically
generates XML document resources out of mapping files and maintains the
dependencies among resource files. For more information on importing, see Importing
and Exporting Resources and Configurations .

If you do not bulk import, use the following procedure to manually create XML
documents.

To create XML documents in the Oracle Service Bus Console:
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In the Project Navigator, right-click the project or folder to contain the new XML
document, point to Create, and select Resource. Click Miscellaneous, click XML
Document, and then click OK.

The Create XML Document dialog appears.
Do one of the following:

» To create the resource from an existing XML file, click Browse next to the File
Upload field and then navigate to and select the XML file to use.

The Resource Name field is automatically populated with the file name minus the file
extension. You can change this name.

* To create a new XML document for the resource, enter a unique name for the XML
document resource.

Optionally, enter a brief description of the resource.
Click Create.
The XML document appears in the XML Document Definition Editor.
To modify the XML code, do the following:
a. Click Edit Source in the toolbar.
The Edit Source dialog appears.
b. To browse to and select a new XML file to upload, click Browse.

c. To modify the contents of the file, update the code directly in the Contents section of
the dialog.

d. Click Save.
In the XML Document Definition Editor toolbar, click Save.

To end the session and deploy the configuration to the runtime, click Activate.

6.6.2 How to Edit XML Documents

XML documents are a standard feature in JDeveloper. For information about editing XML
files, see Developing Applications Using XML in Developing Applications with Oracle
JDeveloper.

ORACLE

If you are using the Oracle Service Bus Console, use the following procedure to edit XML
files.

To edit an XML document in the Oracle Service Bus Console:

1.

In the Project Navigator, expand the project and folders containing the XML document to
edit.

Right-click the XML document name, and select Open.

Click Edit Source in the toolbar.

The Edit Source dialog appears.

To browse to and select a new XML file to upload, click Browse.

To modify the contents of the file, update the code directly in the Contents section of the
dialog.

Click Save.
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7. In the XML Document Definition Editor toolbar, click Save.

8. To end the session and deploy the configuration to the runtime, click Activate.

6.6.3 How to Delete XML Documents

If any resources, such as JCA bindings, reference the XML document you want to
delete, remove those references before deleting the XML document. In the Oracle
Service Bus Console, open the XML document in the XML Document Definition Editor
and click the Tools icon in the upper right, and then select References to find out if it
has any references. In JDeveloper, right-click the XML document and select Explore
Dependencies.

To delete an XML document:

1. Inthe Application Navigator or Project Navigator, expand the project and folders
containing the XML document to delete.

2. Right-click the name of the document, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of
references for the XML document. Click Show Usages to view information about
the references, and then click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

6.7 Working with JAR Files

A JAR (Java Archive) is a zipped file that contains a set of Java classes. JAR files
store the compiled Java classes and associated metadata that can constitute a
program. A JAR file acts like a callable program library for Java code elements so a
single compilation link provides access to multiple elements, rather than requiring
bindings for each element individually.

To use JAR files in a Service Bus project, you upload them to JAR resources. JAR files
in Service Bus are used in:

e Java callout actions
* EJB-based business services
 JEJB services

» Tuxedo-based proxy and business services

6.7.1 How to Add JAR Files

ORACLE

JAR file integration is a standard feature in JDeveloper. For information about adding
JAR files and libraries to your Service Bus projects, see How to Manage Libraries in
Developing Applications with Oracle JDeveloper.

If you are using the Oracle Service Bus Console, you can add JAR files by either
importing them into a Service Bus project or uploading them into archive resources.
For more information on importing, see Importing and Exporting Resources and
Configurations . Use the procedure below to upload a JAR file into an archive
resource.

To add a JAR file using the Oracle Service Bus Console:
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In the Project Navigator, right-click the project or folder to contain the new JAR file, point
to Create, and select Resource. Click Miscellaneous, then click Archive, and then click
OK.

The Create Archive dialog appears.

Click Browse next to the File Upload field and then navigate to and select the JAR file to
upload.

The Resource Name field is automatically populated with the file name minus the file
extension. You can change this name.

Optionally, enter a brief description of the resource.
Click Create.

The configuration details and dependencies for the JAR file appear in the Archive
Definition Editor.

To add dependencies, do the following:

a. Click Add above the dependencies table.
A new row appears in the table.

b. Click in the new row in the name column, and then click Browse.
The Search and Select dialog appears.

c. Enter afile name or the path to the file, and click Search.

d. Inthe results list, select the name of the file containing the dependency, and then
click OK.

Repeat the above steps for each dependency to add. Use the up and down arrows above
the Dependencies table to re-order the list of dependencies.

In the Archive Definition Editor toolbar, click Save.

To end the session and deploy the configuration to the runtime, click Activate.

6.7.2 How to Update a JAR File

Updating an archive resource essentially involves pointing the resource to a new version of
the JAR file or to a different JAR file, as you cannot edit a JAR using Service Bus. JAR file
integration is a standard feature in JDeveloper. For information about updating JAR files, see
How to Manage Libraries in Developing Applications with Oracle JDeveloper.

ORACLE

If you are using the Oracle Service Bus Console, use the following procedure to update a
JAR file in an archive resource.

Caution:

If you update the JAR file used by an EJB business service by updating to a newer
version of the file, you must redeploy the EJB, edit any EJB service that uses the
JAR file, and reselect the JAR resource, save, and activate. This repackages the
EJB business service to use the new JAR.

Java callout actions and Tuxedo-based services automatically pick up the new JAR
file.
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To update a JAR file in the Oracle Service Bus Console:

1.

8

In the Project Navigator, expand the project and folders containing the archive
resource to edit.

Right-click the archive resource name, and select Open.
To update the JAR file, do the following:
a. Click Upload New JAR File in the toolbar.
The Upload New JAR File dialog appears.
b. Click Browse, and then navigate to and select the new JAR file to use.
c. Click Save.

The information on the Archive Definition Editor is updated with the new JAR
file configuration.

To add a dependency, do the following:

a. Click Add above the dependencies table.
A new row appears in the table.

b. Click in the new row in the name column, and then click Browse.
The Search and Select dialog appears.

c. Enter afile name or the path to the file, and click Search.

d. Inthe results list, select the name of the file containing the dependency, and
then click OK.

To delete a dependency, select the row in the Dependencies table that contains
the dependency, and then click Delete.

The row is removed.
To re-order the dependencies, use the up and down arrows above the table.

When you are done updating the archive resource, click Save in the Archive
Definition Editor toolbar.

To end the session and deploy the configuration to the runtime, click Activate.

6.7.3 How to Modify JAR File Dependencies

Service Bus provides additional JAR file features in JDeveloper to let you modify JAR
file dependencies. If you are using Oracle Service Bus Console, modify dependencies
as described in How to Update a JAR File.

ORACLE

To modify JAR file dependencies in JDeveloper:

1.

In the Application Navigator, find the JAR file whose dependencies you want to
modify.

Right-click the name of the file, point to Service Bus and select Modify JAR
Dependencies.

The Modify JAR Dependencies dialog appears.

To add dependencies, move JAR files from the Available JARs pane to the JAR
References pane.
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4. To remove dependencies, move JAR files from the JAR References pane to the Available
JARS pane.

5. Click OK when you are done.

6.7.4 How to Delete a JAR File

ORACLE

If any resources reference the JAR file you want to delete, remove those references before
deleting the archive resource. In the Oracle Service Bus Console, open the archive resource
in the Archive Definition Editor and click the Tools icon in the upper right, and then select
References to find out whether it has any references. In JDeveloper, right-click the JAR file
and select Explore Dependencies.

You can delete the JAR file even if it is referenced by other resources, though this might
result in conflicts due to unresolved references to the deleted resource.

To delete a JAR file:

1. Inthe Application Navigator or Project Navigator, expand the project and folders
containing the archive resource for the JAR file to delete.

2. Right-click the name of the resource, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of references for
the JAR file. Click Show Usages to view information about the references, and then click
Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.
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This chapter describes how to add and configure system resources, such as JNDI providers,
SMTP servers, and proxy servers. System resources can be reused by Service Bus services
in all projects in the session.

This chapter includes the following sections:

*  Working with JNDI Provider Resources
*  Working with SMTP Server Resources
*  Working with Proxy Server Resources

UDDI registries are also system resources in Service Bus. You can learn more about them in
Working with UDDI Registries.

In the Oracle Service Bus Console, you create system resources in the System project, which
by default includes a folder for each type of system resource. In JDeveloper, you create the
resources in the Service Bus System Resources folder in the Application Resources panel.
In the file system, these resources are located in the System subfolder under the JDeveloper
application folder.

7.1 Working with JNDI Provider Resources

JNDI provider resources perform the JNDI lookups for Service Bus projects, providing the
protocols and security credentials required for accessing remote servers.

You can use any protocol for the JNDI provider, including HTTP, HTTPS, t3, t3s, IIOP, and
IIOPS. Service Bus supports several initial context factory classes for the JNDI lookup,
depending on the application server you are using. When connecting to JBoss Application
Server using IIOP or [IOPS, use the com.sun. jndi.cosnaming.CNCtxFactory class (IIOP/S is
not supported in JBoss 7.0.0 or later).

7.1.1 Classpath Requirements for JBoss Application Server

When using JBoss initial context factory classes, make sure to include the class and any
dependent classes in the Service Bus server classpath. The following JAR files are required
in the server post-classpath or donmai n_name/lib directory. These files are located in your
JBoss installation in the /client directory.

e jbossall-client.jar for JBoss 4.x through 6.x
e jboss-client.jar for JBoss 7.x

o log4j.jar
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< Note:

If you do not want to add the client JAR file to the classpath, you can add the
following files individually: jboss-client.jar, jboss-common-core.jar,
jboss-integration. jar, jboss-logging-spi.jar, jboss-remoting. jar,
jboss-security-spi.jar, jboss-serialization.jar, jbosssx-client. jar,
and jnp-client.jar.

In addition, add jboss-ejb-client._properties to the server classpath or library with
the following properties defined:

e For unsecure connections:

remote.connectionprovider.create._options.org.xnio.Options.SSL_ENABL
ED=false

remote.connections=<name_of_connection>
remote.connection.connl.host=<hostname>

remote.connection.connl.port=<port>

° For secure connections:

remote.connectionprovider.create._options.org.xnio.Options.SSL_ENABL
ED=false

remote.connections=<name_of_connection>
remote.connection.conn2.host=<hostname>
remote.connection.conn2.port=<port>

remote.connection.conn2.connect.options.org.xnio.Options.SASL_DISAL
LOWED_MECHANISMS=JBOSS-LOCAL-USER

remote.connection.conn2.username=<username>

remote.connection.conn2.password=<password>

When using the IIOP protocol, include the following JAR files in the Oracle WebLogic
Server classpath. These files are located in your JBoss installation in /server/all/
lib, except logkit. jar, which is located in the /client directory.

e jacorb.jar

« avalon-framework.jar

* logkit_jar

7.1.2 About JBoss Initial Context Factory Environment Properties

You can invoke EJBs deployed in JBoss Application Server using the EJB and JEJB
transports. Service Bus supports the following initial context factory implementations
for JBoss. You can specify environment properties for each of the classes for JBoss
versions 4.x through 6.x.

ORACLE

e org.jnp.interfaces.NamingContextFactory

* org.jboss.naming.HttpNamingContextFactory
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e org.jboss.security.jndi.LoginlnitialContextFactory

For JBoss 7.x, you can specify environment properties for
org.jboss.naming.remote.client. InitialContextFactory.

The following table lists the environment properties and indicates whether they are supported
for each factory class. For more information about these classes and the properties you can
set, see "The Naming InitialContext Factories" at http://docs. jboss.org/jbossas/
Jjboss4guide/r1/html/ch3.chapter.html

Table 7-1 JBoss Initial Context Factory Environment Parameters

Parameter NamingContext HttpNaming LoginlInitial InitialContext
Factory (4.x-6.x) ContextFactory ( ContextFactory Factory (7.x
4.x-6.X) (4.x-6.x) only)
java.naming.factory.initial Yes Yes Yes Yes
java.naming.provider.url Yes Yes Yes Yes
java.naming.factory.url.pkgs Yes Yes Yes Yes
jnp.socketFactory Yes No No Yes
jnp.timeout Yes No No Yes
jnp.sotimeout Yes No No Yes
java.naming.security.principal No No Yes Yes
java.naming.security.credentials No No Yes Yes
java.naming.security.protocol No No Yes Yes

In addition, the following initial context properties may be required when looking up EJBs
deployed on a JBoss cluster.

e Jnp.partitionName

* jnp.discoveryGroup

* jnp.discoveryPort

e jnp.discoveryTimeout

* jnp.disableDiscovery

7.1.3 How to View JNDI Provider Resources in the Oracle Service Bus

Console

ORACLE

The Folders Definition Editor for INDI providers lists all the JNDI provider resources you have
created in the current session. Use this page to quickly find and access the JNDI provider
resources you have defined.

To view JNDI providers in the console:

1. Expand the System project, right-click INDI Providers, and then select Open.
The Folder Definition Editor appears with a list of existing JNDI provider resources.

2. To locate specific JNDI providers, do the following:

a. If the query fields are not visible above the JNDI Providers table, click Query by
Example in the table toolbar.
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b. Enter the name of the JNDI provider resource you want to find above the
Name column, and press Enter.

You can enter wildcard characters (? for a single character; * for multiple
characters) to perform a more general search.

c. Toview all INDI providers again, clear the query fields and press Enter.

3. To view the configuration for a JNDI provider, click the resource name in the JNDI
Providers table.

4. To delete a JNDI provider resource, select the name of the resource in the table
and click Delete. See How to Delete JNDI Provider Resources.

7.1.4 How to Create a JNDI Provider Resource

ORACLE

When you create a JNDI provider resource, you specify connection information for the
remote server, including the URL, the initial context factory, security credentials, and,
optionally, environment properties for JBoss context factories.

To create a JNDI provider resource:

1. Do one of the following:

e If you are using JDeveloper, expand the Application Resources panel, right-
click Service Bus System Resources, point to New, and then select JNDI
Provider.

Tip:

To create JNDI provider resources directly in a project, making it a
project-level resource, right-click the project, point to New, and then
select INDI Provider.

e If you are using Oracle Service Bus Console, expand the System project,
right-click INDI Providers, point to Create, and then select Create JNDI
Provider.

The Create JNDI Service dialog appears.

2. Enter a name and optional description for the resource, and then click Finish or
Create.

The JNDI Provider Definition Editor appears.
3. Enter the URL for the JNDI provider in the format protocol : //host nane: port.

For clusters, use a comma-separated list of Managed Servers, in the format:
protocol ://host nane: mslport, hostnane: ms2port

4. In the Initial Context Factory field, select the initial context factory class name for
the JNDI provider you are creating.

5. Inthe JNDI Request Timeout field, enter the JNDI request timeout in
milliseconds.

6. Select INDI Cache to enable local caching of JNDI objects.

7. To add environment properties for JBoss initial context factories, click the Add icon
above the Environment Parameters table, and enter the parameter name and
value in the new line that appears.
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For information about the parameters, see About JBoss Initial Context Factory
Environment Properties.

If access to the target JNDI provider requires a user name and password, enter a user
name in the User Name field, and the associated password in the Password and
Confirm Password fields.

Click Save.

If you are using the Oracle Service Bus Console, do any of the following in the toolbar in
the upper right:

» To reset the JNDI context to discard the JNDI connection and locally cached objects,
click the Reset icon.

» To test whether the JNDI provider can successfully establish a connection and obtain
a JNDI context, click the Test icon.

If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

7.1.5 How to Edit INDI Provider Resources

Once you create a JNDI provider resource, you can modify its description and most of the
JNDI properties.

To edit a JINDI provider resource:

1.

ORACLE

Expand the project and folders containing the resource to edit. This can be any of the
following locations:

e In JDeveloper, the Service Bus System Resources folder in the Application
Resources panel.

e In JDeveloper, the Service Bus project or folder in which the JNDI provider resource
is located in the Application Navigator.

e In Oracle Service Bus Console, the JNDI Providers folder in the System project.
Right-click the JNDI provider name, and select Open.
The INDI Provider Definition Editor appears.

Modify any of the fields described in How to Create a JNDI Provider Resource. The
online help describes these fields in greater detail.

# Note:

The New Password field is only editable if the INDI provider was not
configured with a user name and password.

When you are done making changes, click Save.

If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.
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7.1.6 How to Delete JNDI Provider Resources

When you delete a JNDI provider resource, any references to the resource from other
Service Bus resources are broken. To find out whether any resources reference a
JNDI provider, open the JNDI provider resource in the JNDI Provider Definition Editor
and click the Tools icon in the upper right, and then select References. In JDeveloper,
right-click the JNDI provider and select Explore Dependencies.

To delete a JNDI provider resource:

1. Expand the project and folders containing the resource to edit. This can be any of
the following locations:

e In JDeveloper, the Service Bus System Resources folder in the Application
Resources panel.

e In JDeveloper, the Service Bus project or folder in which the JNDI provider
resource is located in the Application Navigator.

e In Oracle Service Bus Console, the JNDI Providers folder in the System
project.

2. Right-click the JNDI provider resource, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the number of
references for the resource. Click Show Usages to view information about the
references, and then click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

7.2 Working with SMTP Server Resources

SMTP server resources define connection properties for SMTP servers and are used
while configuring alert destination resources and business services based on the email
transport.

The SMTP server global resource captures the address of the SMTP server, port
number, and if necessary, the authentication credentials. The authentication
credentials are stored inline and are not stored as a service account. For information
about alert destinations, see Working with Alert Destinations.

7.2.1 How to View SMTP Server Resources in the Oracle Service Bus

Console

ORACLE

The Folders Definition Editor for SMTP servers lists all the SMTP server resources you
have created in the current session. Use this page to quickly find and access the
SMTP server resources you have defined.

To view SMTP servers in the console:

1. Expand the System project, right-click SMTP Servers, and then select Open.
The Folder Definition Editor appears with a list of existing SMTP server resources.

2. To locate specific SMTP server resources, do the following:
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a. If the query fields are not visible above the SMTP Servers table, click Query by
Example in the table toolbar.

b. Enter the name of the SMTP server resource you want to find above the Name
column, and press Enter.

You can enter wildcard characters (? for a single character; * for multiple characters)
to perform a more general search.

c. Toview all SMTP servers again, clear the query fields and press Enter.

3. To view the configuration for an SMTP server, click the resource name in the SMTP
Servers table.

4. To delete an SMTP server resource, select the name of the resource in the table and
click Delete. See How to Delete SMTP Server Resources .

7.2.2 How to Create SMTP Server Resources

ORACLE

When you create an SMTP server resource, you specify connection information for the
server, including the URL and port number. Security information is only required if the server
requires authentication.

To create an SMTP server resource:

1. Do one of the following:

e If you are using JDeveloper, expand the Application Resources panel, right-click
Service Bus System Resources, point to New, and then select SMTP Server.

# Note:

To create SMTP server resources directly in a project, making it a project-
level resource, right-click the project, point to New, and then select SMTP
Server.

* If you are using Oracle Service Bus Console, expand the System project, right-click
SMTP Servers, point to Create, and then select Create SMTP Server.

The Create SMTP Server dialog appears.
2. Enter a name and optional description for the resource.
3. If you are using the console, enter the SMTP server URL and port number.
4. Click Finish or Create.
The SMTP Server Definition Editor appears.
5. If you are using JDeveloper, enter the URL and port number to access the SMTP server.

6. If access to the SMTP server requires authentication, enter a user name in the User
Name field, and the associated password in the Password and Confirm Password
fields.

7. Click Save.

8. If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.
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7.2.3 How to Configure a Default SMTP Server

In the Oracle Service Bus Console, you can designate one of the configured SMTP
servers as the default server for the domain.

To configure a default SMTP server:

1.

4.

If you have not already done so, click Create to create a new session or click Edit
to enter an existing session.

In the Project Navigator, expand System > SMTP Servers.

Right-click the name of the SMTP server you want to be the default server, and
then select Set as Default.

To end the session and deploy the configuration to the runtime, click Activate.

7.2.4 How to Edit SMTP Server Resources

Once you create an SMTP server resource, you can modify its description and most of
the server properties.

To edit an SMTP server resource:

1.

Expand the project and folders containing the resource to edit. This can be any of
the following locations:

* In JDeveloper, the Service Bus System Resources folder in the Application
Resources panel.

* In JDeveloper, the Service Bus project or folder in which the SMTP server
resource is located in the Application Navigator.

* In Oracle Service Bus Console, the SMTP Servers folder in the System
project.

Right-click the SMTP server name, and select Open.
The SMTP Server Definition Editor appears.

Modify any of the fields described in How to Create SMTP Server Resources. The
online help describes these fields in greater detail.

When you are done making changes, click Save.

If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.

7.2.5 How to Delete SMTP Server Resources

When you delete an SMTP server resource, any references to the resource from other
Service Bus resources are broken. To find out whether any resources reference an
SMTP server, open the SMTP server resource in the SMTP Server Definition Editor
and click the Tools icon in the upper right, and then select References. In JDeveloper,
right-click the SMTP server and select Explore Dependencies.

ORACLE

To delete an SMTP server resource:

1.

Expand the project and folders containing the resource to edit. This can be any of
the following locations:
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* In JDeveloper, the Service Bus System Resources folder in the Application
Resources panel.

* In JDeveloper, the Service Bus project or folder in which the SMTP server resource is
located in the Application Navigator.

* In Oracle Service Bus Console, the SMTP Servers folder in the System project.
2. Right-click the SMTP server resource, and select Delete.

3. If you are using JDeveloper, a confirmation dialog displays the nhumber of references for
the resource. Click Show Usages to view information about the references, and then
click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

7.3 Working with Proxy Server Resources

Proxy server resources are used while configuring the HTTP transport for business services.
For more information, see Using HTTP and Poller Transports.

e Using Proxy Servers with SSL

e How to View Proxy Server Resources in Oracle Service Bus Console
* How to Create Proxy Server Resources

e How to Edit Proxy Server Resources

e How to Delete Proxy Server Resources

7.3.1 Using Proxy Servers with SSL

When configuring a proxy server, you can specify the clear text or SSL port number for the
server, in addition to the host name or IP address. Note that the port specified in the proxy
server resource configuration corresponds to the actual physical port of the web proxy server
and not the port of the back end service. The endpoint configuration on the business service,
however, corresponds to the actual endpoint of the back end service. This is true even in the
case of SSL/TLS Tunneling using the HTTP CONNECT command.

While some web proxy servers support HTTP CONNECT using both clear text and SSL
sockets, other servers support it using only clear text sockets. For example, Oracle iPlanet
Web Proxy Server 4.0 supports HTTP CONNECT using clear text and SSL sockets while
Apache Web Server 2.2 in proxy server mode supports it using only clear sockets.

Typically, for SSL/TLS Tunneling support, you do not need to install server or Certificate
Authority (CA) certificates on the physical proxy server. Instead, the web proxy server uses
the certificate received from the caller (Service Bus, in this case) to open a secure socket.
Similarly, when the server hosting the business application requires a client certificate, the
certificate of the server hosting the proxy service (Service Bus) is used for authentication.

7.3.2 How to View Proxy Server Resources in Oracle Service Bus Console

ORACLE

The Folders Definition Editor for proxy servers lists all the proxy server resources you have
created in the current session. Use this page to quickly find and access the proxy server
resources you have defined.

To view proxy servers in the console:
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1. Expand the System project, right-click Proxy Servers, and then select Open.
The Folder Definition Editor appears with a list of existing proxy server resources.
2. To locate specific proxy server resources, do the following:

a. If the query fields are not visible above the Proxy Servers table, click Query
by Example in the table toolbar.

b. Enter the name of the proxy server resource you want to find above the Name
column, and press Enter.

You can enter wildcard characters (? for a single character; * for multiple
characters) to perform a more general search.

c. Toview all proxy servers again, clear the query fields and press Enter.

3. To view the configuration for a proxy server, click the resource name in the Proxy
Servers table.

4. To delete a proxy server resource, select the name of the resource in the table and
click Delete. See How to Delete Proxy Server Resources.

7.3.3 How to Create Proxy Server Resources

ORACLE

When you create a proxy server resource, you specify connection information for the
server, including the server name and port number. Security information is only
required if the server requires authentication.

You can configure multiple proxy servers for each proxy server resource. In this case,
Service Bus can perform load balancing and offer fault tolerance features for the
resource.

To create a proxy server resource:

1. Do one of the following:

» If you are using JDeveloper, expand the Application Resources panel, right-
click Service Bus System Resources, point to New, and then select Proxy
Server.

* If you are using Oracle Service Bus Console, expand the System project,
right-click Proxy Servers, point to Create, and then select Create Proxy
Server.

The Create Proxy Server dialog appears.
2. Enter a name and optional description for the resource.
3. Click Finish or Create.
The Proxy Server Definition Editor appears.
4. To define proxy servers, do the following in the Host-Port Parameters table:
a. Click the Add icon above the table.
A new row appears in the table.
b. Inthe Host field, enter the host name or IP address of the proxy server.
c. Inthe Port field, enter the proxy server's port number.

d. Toremove a host name and port number from the list, select the row in the
table containing the server to delete and click the Delete icon.
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If access to the proxy server requires authentication, enter a user name in the User
Name field, and the associated password in the Password and Confirm Password
fields.

Click Save.

If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

7.3.4 How to Edit Proxy Server Resources

Once you create a proxy server resource, you can modify its description and security options,
and you can modify, add, and delete proxy servers from the host list.

To edit a proxy server resource:

1.

Expand the project and folders containing the resource to edit. This can be any of the
following locations:

e In JDeveloper, the Service Bus System Resources folder in the Application
Resources panel.

e In JDeveloper, the Service Bus project or folder in which the proxy server resource is
located in the Application Navigator.

e In Oracle Service Bus Console, the Proxy Servers folder in the System project.
Right-click the proxy server name, and select Open.
The Proxy Server Definition Editor appears.

Modify any of the fields described in How to Create Proxy Server Resources. The online
help describes these fields in greater detail.

When you are done making changes, click Save.

If you are using the Oracle Service Bus Console, click Activate to end the session and
deploy the configuration to the runtime.

7.3.5 How to Delete Proxy Server Resources

When you delete a proxy server resource, any references to the resource from other Service
Bus resources are broken. To find out whether any resources reference a proxy server, open
the proxy server resource in the Proxy Server Definition Editor and click the Tools icon in the
upper right, and then select References. In JDeveloper, right-click the proxy server and
select Explore Dependencies.

To delete a proxy server resource:

1.

2.

ORACLE

Expand the project and folders containing the resource to edit. This can be any of the
following locations:

* In JDeveloper, the Service Bus System Resources folder in the Application
Resources panel.

* In JDeveloper, the Service Bus project or folder in which the proxy server resource is
located in the Application Navigator.

* In Oracle Service Bus Console, the Proxy Servers folder in the System project.

Select the proxy server resource, and click Delete.
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3. If you are using JDeveloper, a confirmation dialog displays the number of
references for the resource. Click Show Usages to view information about the
references, and then click Yes to confirm that you want to delete the resource.

4. If you are using the Oracle Service Bus Console, click Activate to end the session
and deploy the configuration to the runtime.
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Creating and Configuring Proxy Services

This chapter describes how to create, configure, and manage proxy services using the Oracle
Service Bus Console and JDeveloper. Service Bus proxy services, along with business
services, provide the means for managing services, transforming messages, and routing
messages through the enterprise.

This chapter includes the following sections:

e Introduction to Proxy Services

e Securing Proxy Services

» Service Level Agreement Alert Rules

*  Web Services Interoperability Compliance
»  Creating Proxy Services

*  Configuring Proxy Services

* Deleting Proxy Services

e Consuming Proxy Services in JDeveloper with WSIL

8.1 Introduction to Proxy Services

ORACLE

Proxy services provide the interface that service consumers use to connect with back-end
services through Service Bus. They are definitions of intermediary web services that Service
Bus hosts locally.

Service Bus uses proxy services to route messages between business services, such as
enterprise web services and databases. It also uses proxy services for messages between
service clients, such as presentation applications or other business services.

Proxy services define the interfaces in terms of Web Services Description Language (WSDL)
or Web Application Definition Language (WADL) and the type of transport used. A proxy
service defines the communication interface, the type of transport, transport settings, security
settings, and the associated message processing logic. It then uses a message flow
definition, or pipeline, to transform and route messages to one or more business services.
The pipeline defines the logic that determines how messages are handled as they flow
through Service Bus. If a proxy service is based on a WSDL document, the configuration also
includes a WSDL port or a WSDL binding.

You can base proxy services on existing WSDL and WADL documents, including those
imported from a UDDI registry, a SOA Oracle Metadata Services (MDS) Repository, an
application server, or the file system. Service Bus also supports proxy services that use the
REST bhinding (see Creating REST Services with Oracle Service Bus ). These proxy services
are based on WADL documents. You can create REST Services using the Service Bus
console or JDeveloper.
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8.1.1 Proxy Service Definitions

Each proxy service is defined by whether it is based on a WSDL web service, a REST
service, or a Service Bus transport. A WSDL-based service is a SOAP or XML proxy
service whose interface is described by a WSDL document. A REST service is defined
in one of two ways: a Typed REST service is based on a WADL document if some
information (operations) is known at design time, and an Untyped REST service is not
bound to a specific WADL document or schema (operations may not be known at
design time). A transport-typed service is a proxy service based on a Service Bus
transport, including the JCA transport, which provides support for configuring proxy
services for Oracle JCA-compliant adapters. It also includes REST proxy services,
which use the HTTP transport. Each type of proxy service supports transport protocols
specific to its definition. Service Bus supports several standard transport protocols as
well as custom transports.

You can use either the Create Proxy Service wizard or the Service Bus Overview
Editor in JDeveloper to create proxy services with a WSDL-based, REST, or transport-
typed service. Using the Service Bus Overview Editor, you can also generate proxy
services directly from a JCA adapter to create a proxy service already configured for
that adapter type. Both the wizard and the editor let you expose business services and
pipelines as proxy services.

8.1.2 Service Types and Protocols for Proxy Services

Service Bus supports various service types ranging from conventional web services
(using XML or SOAP bindings in WSDL files) to non-XML (generic) services. When
you create a transport-typed proxy service, you also need to further define the service
by specifying and configuring the service type. The service types you can select are
restricted based on the transport used to communicate with the service endpoint. For
information about the transports supported with each service type, see Transports,
Adapters, and Bindings.

A proxy service can have one of the following service types, identified by the types of
messages it processes:

 WSDL Based Service: This service type is generated from an existing WSDL
document or one that you create at the same time you create the proxy service.
When creating a WSDL-based service, you need to specify the port or binding to
use.

* Messaging Service: This service type can receive messages of one data type
and respond with messages of a different data type. Supported data types include
XML, Message Format Language (MFL), text, untyped, binary, Java, and
attachments where the interface is not described by WSDL

* Any SOAP Service: This service type exchanges SOAP messages. SOAP
messages are constructed by wrapping the contents of the header and body
variables inside a <soap:Envelope> element. If the body variable contains a piece
of reference XML, it is sent as is; that is, the referenced content is not substituted
into the message. If attachments are defined in the attachments variable, a MIME
package is created from the main message and the attachment data. Content
handling for each attachment part is similar to how it is handled for messaging
services.

* Any XML Service (non-SOAP): With this service type, messages to XML-based
services are XML, but can be of any type the proxy service configuration allows. In
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messages that include attachments, their content is a MIME package that includes the
primary XML payload as one of its parts (typically the first part or the one identified by the
top-level content-type header).

* REST Service: This type of service is based on the REST binding, and can be generated
from an existing WADL or one that you create at the same time you create the proxy
service (Typed REST), or can be created without a WADL or schema (Untyped REST).
For more information, see Creating REST Services with Oracle Service Bus .

8.1.3 When to Use SOAP or Any XML Service Types

If you want to expose one port to clients for a variety of enterprise applications, use Any
SOAP or Any XML service types. For Any SOAP, you must specify if it is SOAP 1.1 or SOAP
1.2.

8.1.4 When to Use the Messaging Service Type

If one of the request or response messages is non-XML, you must use the messaging service
type. Service Bus does not automatically perform "misunderstand” SOAP header checking.
However, you can use XQuery conditional expressions and validate actions to explicitly
perform this type of check in the pipeline. For more information on the validate action, see
Adding Validate Actions in the Console. For more information on conditional XQuery
expressions, see Working With Expression Editors in Oracle Service Bus Console.

8.1.5 Binding Definitions and Runtime Variables for Proxy Service Types

No matter its definition or type, each proxy service type is modeled following the same
pattern. Each service type must define these characteristics:

e Binding definition
* Runtime configuration
* Runtime variables ($operation, $body, $header, $attachments)

8.1.5.1 WSDL Service Type

Runtime Variables

* For SOAP-based WSDL services, the variables are similar to Any SOAP service types
except $operation is initialized based on the operation selection algorithm.

* For XML-based WSDL services, the variables are similar to Any XML service types
except the $operation is initialized based on the operation selection algorithm.

8.1.5.2 Messaging Service Type
Binding Definition

The binding definition for messaging services consists of configuring the content type of the
messages that are exchanged. The content type for the response does not need to be the
same as for the request; therefore, the response is configured separately. For example, the
service could accept an MFL message and return an XML acknowledgment receipt. The
response could also be set to None.
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By definition, messaging-based services do not have a WSDL definition. It is not
possible to request a WSDL document for those services. Following are the content
types to choose from for the request and response:

*  None
* Binary
o Text
MFL
« XML
* Java
" Note:

e If you are using a Reply action in the pipeline to propagate success or
failure messages from a service to the calling client, select an option
other than None. The None option blocks the reply.

« Emalil, File, FTP, and SFTP transport proxy services with a messaging
service type support one-way messaging only, so there is no response
message. The content type for the response message should be None.

Runtime Variables

This service type is message-based. There is no concept of multiple operations as
there is for web services. Therefore, the $operation variable is left empty. The $body
variable holds the incoming message wrapped in a <soap:Body> element. For SOAP
1.1 proxy services, $body uses the SOAP 1.1 namespace Body; for SOAP 1.2 proxy
services, it uses SOAP 1.2 namespace Body. The $header variable is not applicable to
this service type, and is set to its default value. The $attachments variable contains
message attachments if there are any.

To learn more about the message context variables, see Message-Related Variables
and Constructing Messages to Dispatch.

8.1.5.3 Any SOAP Service

ORACLE

Binding Definition

The only information this service type defines is that the service is receiving or sending
SOAP messages, regardless of their WSDL binding definition. The binding
configuration for this type is empty, so the combination of this type and the content-
type of the message is sufficient to determine whether or not there are attachments to
the message. By definition, "any" services (SOAP or XML) do not have any WSDL
definition. It is not possible to generate or view a WSDL document for those services.

Runtime Variables

The $body and $header variables respectively hold the <soap:Body> and
<soap:Header> of the incoming SOAP message. (For SOAP 1.1 proxies, $body

and $header use SOAP 1.1 namespace Body and namespace; for SOAP 1.2 proxies,
they use SOAP 1.2 namespace Body and namespace.) The $attachments variable
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contains the SOAP message attachments, if any. The $operation variable is not applicable
to this service type because you do not define a port type.

To learn more about the message context variables, see Message-Related Variables and
Constructing Messages to Dispatch.

8.1.5.4 Any XML Service

Binding Definition

The only information this service type defines is that the service is receiving or sending XML
messages, regardless of their WSDL binding definition. The binding configuration for this type
is empty, so the combination of this type and the content-type of the message is sufficient to
determine whether or not there are attachments to the message.

As per their definition, "any" services (SOAP or XML) do not have a WSDL definition. It is not
possible to request a WSDL document for those services.

Runtime Variables

The $body variable holds the incoming XML message wrapped in a <soap:Body> element.
(For SOAP 1.1 proxies, $body and $header use SOAP 1.1 namespace Body and namespace;
for SOAP 1.2 proxies, they use SOAP 1.2 namespace Body and namespace.)

The $attachments variable contains message attachments, if there are any. The $header
variable is not applicable to this service type and is set to its default value. The $operation
variable is not applicable to this service type because you do not define a port type.

To learn more about the message context variables, see Message-Related Variables and
Constructing Messages to Dispatch.

8.1.6 Proxy Service Transport Protocol Configuration

Much of the configuration for proxy services involves the transport protocol. Transports are
the communication layer between the external systems and the proxy services, acting as an
entry point into Service Bus. The available transport protocols for a proxy service vary
depending on the service type you are creating. Each transport protocol has its own
configuration requirements. For more information about transport protocols and their
configuration requirements, see Working with JCA Adapters, Transports, and Bindings and
click the link to the specific protocol you are interested in.

Based on the transport and WSDL file, the transport mode is automatically selected, but you
can overwrite it in the $inbound or $outbound variable.

8.2 Securing Proxy Services

ORACLE

You can secure proxy services through multiple methods, including Oracle Web Services
Manager (WSM) policies, authentication mappings, and service key providers.

A service provider is required if the proxy service routes messages to HTTPS services that
require client certificate authentication, and could be required in some message-level security
scenarios. A service account can be created to provide authentication when connecting to a
business service. It acts as an alias resource for the required user name and password pair.
WebLogic Server can be used to directly manage security credentials for a business service
requiring credential-level validation.
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For more information about securing proxy services, see Securing Business and Proxy
Services.

8.3 Service Level Agreement Alert Rules

Service Level Agreement (SLA) alert rules define conditions under which an alert is
generated.

These conditions are typically indicators of the overall health of the Service Bus
application or of a specific service component. For information about defining SLA
alert rules for a proxy service, see Creating Service Level Agreement Alert Rules in
Administering Oracle Service Bus.

8.4 Web Services Interoperability Compliance

You can configure a proxy service to enforce WS-I compliance (for SOAP 1.1 services
only) and select the selection algorithm to determine the operation called by this proxy
service. This option is only available for SOAP or XML services defined from a WSDL
file.

The WSDL specification defines a default algorithm to compute which operation is
called based on the type of the SOAP message received. There are cases when you
might need to select the operation based on other means. For example, there could be
performance or signature/encryption issues, or the default algorithm is not applicable.

Service Bus provides additional algorithms. Each follows the same pattern and is
based on the evaluation of an expression to get a value that is then used to look up
the corresponding operation in a static table.

Service Bus is very forgiving if an inbound message is either missing data such that
the operation cannot be determined or has data that does not correspond to a valid
operation. Both of these conditions result in $operation being empty. Rather than
reject all such messages, Service Bus does not initialize the operation variable in the
context but otherwise continues to process the message. However, security
requirements are enforced if the proxy service is WSDL-based and at least one of the
following conditions is true:

 The WSDL file has a WS-Security policy and the proxy is an active intermediary.

*  The proxy has message-level custom authentication (either custom token or user
name/password).

If these conditions are met, then there is a runtime check to make sure that the
operation selection algorithm returns a valid operation name. If the operation selection
returns null or an operation that is not in the WSDL file, then the message is rejected
and an error is raised.

8.5 Creating Proxy Services

ORACLE

This section describes how to create proxy services using JDeveloper or the Oracle
Service Bus Console.

For information about creating Service Bus applications and projects, see Creating
Service Bus Applications and Projects in JDeveloper or, for the console, Create New
Projects and Folders for Resources.
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You can use various methods to create a proxy service, including the Create Proxy Service
wizard, the Service Bus Overview Editor, generating it from an existing service or JCA
resource, and exposing a pipeline as a proxy service when you create the pipeline. When you
create a proxy service, the Create Proxy Service wizard provides a series of pages where
you can configure certain proxy service properties. This section describes how to use the
Create Proxy Service wizard to create proxy services. For information on using the Service
Bus Overview Editor, see Developing Oracle Service Bus Applications in JDeveloper.

Before You Begin

If you are using any system resources, such as SMTP servers, MQ connections, or UDDI
servers, make sure to create those resources before beginning to create a proxy service.
Configuring the proxy service includes specifying or selecting those resources, and you
cannot complete the proxy service configuration until the required resources exist in Service
Bus.

If you are working in JDeveloper, create or open the application and project to which you
want to add the proxy service. If you are working in the Oracle Service Bus Console, make
sure that you are in an active session and the project to which you want to add the proxy
service exists.

8.5.1 How to Create a Proxy Service

When you create a proxy service, you need to specify certain information, such as the service
type and whether to use a WSDL file or Service Bus transport. The following topics provide
additional information about creating proxy services:

e For information about proxy service types, see Proxy Service Definitions
e For information about WSDL files, see Working with WSDL Documents.

e For information about the different transports you can use, see Working with JCA
Adapters, Transports, and Bindings .

To create a proxy service, complete one of the following tasks, depending on whether you
want to use the Service Bus Console or JDeveloper to create the service:

* How to Create a Proxy Service Using the Service Bus Console
* How to Create a Typed REST Proxy Service Using the Service Bus Console

* How to Create a Proxy Service Using JDeveloper

8.5.2 How to Create a Proxy Service Using the Service Bus Console

ORACLE

You create proxy services in the Service Bus Console using the Create Proxy Service wizard,
which is accessed from the Resource Gallery.

To create a proxy service:

" Note:

The procedure for creating a Typed REST Service from the Wizard (with a WADL)
differs from the process for creating other proxy services. See How to Create a
Typed REST Proxy Service Using the Service Bus Console for the procedure for
creating services of this type with the wizard.
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In the Project Navigator, right-click the project or folder in which you want to create
the service, point to Create, and then select Resource.

The Resource Gallery is displayed.

In the Resource Gallery, click Proxy Service, and then navigate to the type of
service you want to create. Select it and click OK.

Enter a name for the service and, optionally, a description.

# Note:

For naming requirements, see Naming Guidelines for Service Bus
Components.

Depending on the type of service you selected in step 2, you might have to
configure one of the following options:

» If generating a proxy service configuration from an existing WSDL file, from
the WSDL option, click the Search icon to search for a WSDL resource. Once
you specify the WSDL file, select the port or binding to use from the Port/
Binding field.

» If generating a REST proxy service, optionally click the Choose WADL
Resource icon in the WADL Name field to display the Search and Select:
WADL Resource dialog. Use this dialog to search for and select a WADL
resource from which to generate this service. This creates a native typed
REST service. Leave the WADL Name field empty to create a native untyped
REST service.

» If generating a proxy service by configuring its transport, from the Transport
option, confirm that the correct transport is selected in the Protocol list. If you
want to create a service with a different transport type, select it from the
Protocol list.

Enter a new name for the pipeline generated for the proxy service (optional). If you
do not want to generate a pipeline, clear the Generate Pipeline check box.

# Note:

This option is disabled for the JEJB transport.

Click Next.

The fields on the remaining pages in the wizard depend on your selections from
the first page. The options described in the following steps might not be available
for all configurations.

If creating a WSDL-based or REST-based service, skip to step 10.

If you chose a Transport definition on the first page, select one of the available
s